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DEPARTMENT OF AIR FORGE CISO'S BLUE CYBER EDUCATION SERIES FOR SMALL BUSINESS

DAF CISO's NIST SP 800-171 REVIEW for SMALL BUSINESS SEP 22-23, 2022 11AM-3PM EDT LINK

The Blue Cyber Education Series for
DAF Small Businesses on the

DAF CISO webpage DAF CISO'S EVERY-TUESDAY BLUE CYBER EVENTS CALENDAR

S CYBERSECURITY ASK-ME-ANYTHING
Business-Cybersecurity-

Blue Cyber Events are all on www.sbir.gov/events

Information/ Click here for the registration link and agenda for

the "DAF CISO's Every-Tuesday Small Business Kelley Kiernan Office Hours for Consultation LINK
Created for you with: Cybersecurity Ask-Me-Anything SMALL BUSINESS BLUE CYBER EDUCATION SERIES VIDEDS
- Announcements FOLLONING THE CYBERSECURITY DFAFS I YOUR SMLLL BUSINESS CONTRACT
- Events The Air Force and Space Force Chief Information Security Officer has created the | PoocreemsEcuRmY mcoenTReroRTING
- 30 Cybersecurity Presentations Blue Cyber Education Series for Small Businesses and Academic/Research GET VOURSFRS DBOCLMENTING CONFLIANCE WITH NET S8 200 171
- 10 Cybersecurity Videos Institutions. This program provides the following Small Business Cybersecurity | & oo 40 Total Presentations
- A quick-reference guide Materials and an Every-Tuesday Cybersecurity Ask-Me-Anything. ::TTZ::N::::::::TJ::::Z:::::::Z?::E;Flgc R
- Office Hours Sign-up, and Need a quick-reference handout of available resources? Find it Donmmmm;ﬁ H o
- Kelley’s email! here! e TS

'WHERE TO BEGIM WITH MIST SP 800-171

Please direct any questions to Kelley.Kiernan@us.af.mil

QUESTIONS TO ASK WHEM CHOOSING A CYEERSECURITY SERVICE

SMALL BUSINESS BLUE CYBER EDUCATION SERIES VIDEOS SMALL BUSINESS ZERO TRUST STEPS - VERIFY EVERY TIME
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http://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/

A Register at the Blue Cyber web page

7\ SB |-}.F-3 Si|_—|_|:§f L www.safcn.af.mil/CISO/Small-Business-Cybersecurity-
A Information/

DAF CISO’s Blue Cyber Line-Up

*Sept6 “Canl give my Contractor CUI? and Protectingcommontypes of CUL.” Blue Cyber Director Kelley Kiernan will take you
through the world of Controlled Unclassified Information, which is a type of data in all federal agencies and answer your questions.
Understand how to adequately protect CUI and how to identify Controlled Unclassified Information.

*Sept 13 “Zero Trust Steps for Small Business” Learnabout Zero Trust and how it is built-in to NIST SP 800-171. Walk away
understanding Zero Trust and how you can implement Zero Trust Steps in your small business

*Sept20 “Aslow walk through of the proposed CMMC Level 1 and the FAR 52-204-21 Basic Cyber Hygiene” (hint: they are the
same) A special 2-hour Sessionof Blue Cyber. The Blue Cyber Director, Kelley Kiernan and technical experts will cover the 15 security
requirements in the proposed CMMC Level 1 and FAR 52.204-21, which comprise basic cyber hygiene for your small business.

*Sept 22-23 “ A Walk Through of the NIST SP 800-171and Proposed CMMC Level2” 1lam- 3pmEDT,both days. Joinhundreds
of your friends, technical experts and the Blue Cyber Director, Kelley Kiernan will cover the 110 security requirements in the proposed
CMMC Level 2 and NIST SP 800-171, which comprise comprehensive cyber hygiene and intellectual property protectionforyour small
business. We will talk about what is gained by implementing NIST SP 800-171, which is a component of the DFARS 7012, which has been
In every small business contract since 2016! We will talk about what they mean, how to achieve them, how to evaluate your compliance
and how to documentyour compliance. Join us at 11:00am Eastern each day for six hour of fun (yes, we will make it fun)! More
information from Kelley.Kiernan@us.af.mil Space is limited to 500. Registeron the Blue Cyber webpage.

*Sept 27 “Wheredid thesechipscomefrom? - Cyber Supply Chain Risk Management” The Blue Cyber Director, Kelley Kiernan will
answer your cybersecurity questions and discuss the methods for understanding risk involved in the life-cycle of your IT and software
being supplied to the government. 2
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