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DoD CIO Structure
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Command,
Control, & Information Resources &
Communications Enterprise (IE) Analysis (R&A)
(C3)

Cybersecurity

DIB CS Division
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CMMC 2.0 32 C.F.R. Proposed Rule Status
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v 32 Code of Federal Regulation (C.F.R.)CMMC 2.0ruleis listed as a Proposed Rule
on OMB'’s Unified Agenda

v Rule Packageis in final phase of mandatory DoD review

v Rule Preamble and Rule Text

v Paperwork Reduction Act (PRA); Regulatory Impact Analysis (RIA); Initial Regulatory Flexibility Analysis
(IRFA)

v After OGC clearance, Ruleand IRFA require Small Business Administration (SBA)
review; therule package requires DoD Regulatory Policy Officer (RPO) approval

[\/Then,ATSD(PCLT) sends Rule Packageto OMB for a mandatory 90-day review

4 Followed by a DOPSR/DoD security review and Principal Staff Assistant approvals
d Proposed 32 C.F.R.Rule Sign and Publish to Federal Register

d Initiatea Public Comment Period for 60-days followed by comment adjudication

The 32 C.F.R. rulemaking process may take up to 24 months to complete
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DCIO(CS) DIB Operations Mission

Focused on bolstering cybersecurity resiliency for both DoD and the DIB
through four primary lines of effort (LOES):

Cyber Threat Information & Intelligence Sharing
Cyber Incident Reporting & Response
Cybersecurity Requirements & Assessment Mechanisms

> W N e

Technical Assistance & Collaboration
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LOE 1: Cyber Threat Info/lntel Sharing

* Public-private partnership between DoD and defense contractors

* Missionis to enhance and supplement DIB participants’ ability to safeguard
DoD information that resides on, or transits, DIB unclassified information
systems

« Various components support the Program, including DC3/DCISE and
NSA/CCC. DoD components provide no-cost or low-cost products, tools, and
Cybersecurity-as-a-Service (CSaaS) offerings to participating defense
contractors
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LOE 1: Cyber Threat Info/lntel Sharing (Cont.)

« 32 CFR Part 236 establishes both the voluntary DIB CS Program and mandatory
cyber incident reporting requirements

o “...allows eligible DIB participants to receive GFI and cyber threat information”

o Program eligibility requirements are currently being revised to include all
defense contractors that own or operate a covered contractor information
system

o Revised eligibility criteria will balance program eligibility with contractors
Impacted by mandatory cyber incident reporting

12
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| LOE 2: Cyber Incident Reporting & Response

« DFARS 252.204-7012 contractually obligates defense contractors to report cyber
Incidents

 DC3 is responsible for analyzing reporting and facilitating response with
company, DoD stakeholders, and Congress

« Damage Assessment can be conducted
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Cyber Incident Reporting & Response

« Both mandatory and voluntary cyber incident
reporting is facilitated through DIBNet

« DIBNet is an unclassified PKI protected web

portal

* https://dibnet.dod.mil

 Per DFARS 252.204-7012, contractors are
required to have a DoD-approved medium

assurance certificate to report cyber incidents
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Defense Industrial Base (DIB)
Cybersecurity Portal

—

Cyberincident Reporting FAQ  PolicyandResources DC3  DIBCSProgram  Weekly Cyber Threat Roundup  Contact Us

Apply to Join the
DIB Cybersecurity

Program

'You must have a DoD-approved medium |
( assurance certificate to apply

Your company must have a Secret |
Facility Clearance to be eligible |

H If) ﬂ!n“ 'l‘wm‘l l‘j:‘i‘

| https://customerportal.dc3.mil

Contact
s> DC3/DCISE

Phone: (877) 838-2174

| Email: DC3.DCISE@us.af.mil

Customer Portal:

DC3 Website: https://www.dc3.mil/

DC3 Weekly
Cyber Threat

Roundup

Click to Apply Email DC3/DCISE
o0 0000
Subi 1{ FAQ and Factsheets licy and Resou DoD Cyber Crime Center Obtain a Medium
(pc3) | | Assurance Certificate



https://dibnet.dod.mil/
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v\ LOE 3: Cybersecurity Requirements & Assessment
171/ Mechanisms

« DIB Operations focuses on assisting the DIB in understanding regulatory
requirements and promoting assessments (self-assessment or surveilled)

o DFARS 252.204-7012, -7019, -7020, -7021
o NIST 800-171/172
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4101 LOE 4: Technical Assistance and Collaboration

« Offers a vehicle for DoD collaboration with the DIB through events and forums

* Identifies opportunities for collaboration with DIB, stakeholders, and
Interagency

« Partners companies with products that bolster cybersecurity resiliency

* Provides direct technical assistance through Cybersecurity-as-a-Service
(CSaaS) offerings
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=9 ~w) LOE 4: Technical Assistance and Collaboration
| %#=g1) (Cont.)

« DCISE3 - DC3: Compares company firewall logs to DIB, USG, and commercial
threat feeds

« Krystal Ball — DC3: Real-time alerting on observed threats

 Cyber Resilience Analysis (CRA) — DC3: Interview-based analysis of
organization’s current CS resilience posture in contrast of NIST SP 800-171

Implementation

* Protective Domain Name System (PDNS) — NSA: Adds a threat intel check
against DNS queries to avoid malicious activity. PDNS easily integrates with
existing security architecture
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Mission Recap

DCIO(CS) DIB Operations:

* Enables the DIB to improve their network security and better understand the
current cyber threat landscape

* Promotes cyber threat sharing between the U.S. Government and Industry,
which is a priority for this Administration and Congress

* Creates a trusted partnership between DoD and the DIB — we must defend
together

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED
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DoD's Defense Industrial Base

Cybersecurity Program

Mission: Enhance and supplement Defense Industrial Base (DIB) Program
participants’ bilities to guard DoD i ion that resides on or
transits DIB unclassified information systems.

Launched In:
@ 2008

A public-private
partnership that provi

environment for shari m Apply from https://dibnet.dod.mil using a DoD-approved medium
classified cyber thi assurance certificate

v
5 Free of cost <
4 Open to all cleared defense contractors

« DIB CS Program Management Office (PMO) verifies that the
Step Z: Verify prospective participant:

N 1. Has an existing active facility clearance (FCL)

2. Has identified a Company Representative who is a U.S. Citizen
L . and is authorized to act on behalf of the company
Information is shared bi- « If all eligibility requirements are met, the DIB CS PMO notifies the
between DoD and the prospective participant that the Framework Agreement (FA),
disseminates alerts and and the non-di (NDA) are available

notify the DIB of critical, ti for review and signature in DIBNet

information through
m o Prospective participant returns the signed FA, Amendments (if
applicable), and NDA

/)/\/. « DoD countersigns the FA and returns the signed agreement to

the company

» Once the FA has been signed by the company and DoD, the
information sharing relationship is finalized, and the company is
now a participant in the DIB CS Program

Joining the DIB CS Program: Application Process

0SD.DIBCSIA@MiLmi
hitps//DIBNet dod.mi
(703) 604-3167

m « DIB CS PMO conducts an onboarding call to introduce the products
and services offered in conjunction with the Program

« DIB CS participants' DIBNet accounts are fully-activated and they
can engage with the DIB CS PMO and DoD Cyber Crime Center
(DC3), to receive cyber threat information and participate in
program-related engagements like working groups and DIBNet
forums

« Additional i ion from USG ¢ with DIB equities is
shared on the platform

‘assessment (basic, medium, or high), and prove abilty to protect CUL

CURRENT DOD DIB CYBERSECURITY EFFORTS

CYBER THREAT INFORMATION/
INTELLIGENCE SHARING WITH DIB

* DoD CISO/DIB CS Program - Voluntary public-private
cybersecurity partnership between DoD and DIB to share
information/intelfigence; manages intel sharing platiorm, hosts.
events, maintains comms, and enables infofintel sharing.
DCI/DCISE - Operational arm of DIB CS Program,

shaning cyber threat info/intelligence, products,

and tools to assist DIB.

NSA - Shares intel-driven information through collaborative
analysis and tailored mitigations to the DIB and their service

INCIDENT REPORTING

 DoD CISO/DIB CS Program - Oversight of DFARS 252.204-7012%;
management of platiorm for voluntary and mandatory reporting; enables
enuns 10 assess damage 1o DoD programs.

Mandatory
Incndenl Reports (MIR) »er DFARS - 7012 provides crowd-sourced,
non-attributional reports to DIB on cyber threat information received

from MIRs and voluntary reports.

+ DCSA- Smg!e deannghouse for CDC Cyber incident reports on
fied information systems approved by DCSA

0 *DFARS 252 2047012 ("DFARS-7012) stipulates a contractor’s requirement fo
rapidly report cybes incidents within 72 hours of discovery at
https. /diboet dod mil (DIBNef) and protect CUL

providers.

# DCSA - Provides global and tailored Threat-Vulnerability
Reports to cleared contractors.

® USD(P)- PPD-21 DIB Sector Risk Management Agency.

DIB CYBERSECURITY REQUIREMENTS

& ASSESSMENT MECHANISMS

DoD CISO/DIB CS Program - Assistance to DIB In understanding

regulatory requirements

DDCMA - Oversight of DFARS 252 204-7019/7020". DIBCAC

DaD CISO - Oversight of DFARS 252 204-7021", CMMC.

DCSA - Oversight of 32 CFR part 117 for cleared contractors; provides Assessment &

Authorization (ATO) for contractor Information systems to process classified information; - o .

conducts compliance inspections of contractor classified systems connecied 1o DODIN B e r e

*DFARS 252 204 70197020 stipulates a contractor's requirement to implement NIST SP 800-171, have an ® DCSA - Develop. issue, and update implementation and process guidelines & technical

standards for contractor ciassified information systems; Institute and sustain govemment &
industry stakenolder relationships.

CYBERSECURITY TECHNICAL
ASSISTANCE AND COLLABORATION

* DoD ctsoun CS Program - Offers vehicle for DoD collaboration
With DIB, hosts events, ub-working
groups, and forums for collaboration.
® DCI/DCISE - Direct support to DIB through cost-free service offerings Including: products,
tools, stralegies, and events.

*DFARS 252 204-1021 stipulates a contractor have current CMMC certificate at the CMMC fevel required by
the contract, and maintain the certificate af the required level for the duration of the contract
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Defense Industrial Base (DIB)
Guide to Implementing the
Cybersecurity Framework

OCTOBER 4, 2019 CLEARED
For Open Publication
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nt Even More?

Aticles ...
Hackers Can Breach Networks Using D}
Decoy Dog Malware Toolkit Found Afted
APT41 Uses Open-Souros Red Teaminy
New Credential-Stealer Zaraza Bot Tart
Obsolete Financial Trading Software Lef
Google GAuth Bug Left Accounts Open)

DoD CYBER CRIME CENTER (DC3)
e Industrial Base Collaborative Information Sharing Environment

Cyber Threat Roundup

A collection of recent open-source items of inferest to the Defense industrial Base

et

AFEDERAL CYBER CENTER

24 Apr23

DoD—Defense Industrial Base Collaborative Information Sharing Environment (DCISE)

Articles

Hackers Can Breach Networks Using Data on Resold Corporate Routers

Enterprise-level network equipment on the secondary market hide sensitive data that hackers could use to
Breach corporats environmants o to obtain customet information. Looking at several used corporats-grade.
routers, researchers found that most of them had been improperly wiped during the decommissioning process
‘and then sold oniine. Researchers at cybersecurity company ESET purchased 18 used core routers and found
that the full configuration data eould stil be accessed on more than half of those that worked properly.

nttpe:l breach " a i
corporate-routers/

Decoy Dog Malware Toolkit Found After Analyzing 70 Billion DNS Queries

A new enterprise-largeting malware toolkit called ‘Decoy Dog’ has been discovered after inspecting anomaleus
DNS traffic that is distinetive from regular internet activity. Decoy Dog helps threat actors evade standard
detecton metods throuph srtegic domain aging and ONS query drbbing. siming o estadls a good
reputation with security vendors before switching to facilitating cybercrime operations. Researchers from
Infoblox discovered the toolkitin early April 2023 as.part of its analysis of over 70 billion DN records daily to
look for signs of abnormal or suspicious activiy.

dns-queries/

APT41 Us:

Open-Source Red Teaming Tool - GC2

Google's Threat Analysis Group (TAG) team has published a report revealing that the APT41 group had
leveraged its open-source red teaming tool during an attack last year. The Google Command and Control
(6C2)tool, a testing and debugging tool for Web Receiver applications, was abused to target a Taiwanese
media organization.

New Credential-Stealer Zaraza Bot Targets 38 Browsers

A new credential-stealing botnet, dubbed Zaraza bot, is being promoted on a popular Russian Telegram
‘Ghannel. It is capable of stealing sensitive information, including credentials from 38 popular web browsers.
Morover, it abuses Telegram to bypass security systems.

dential-steal ot 38 ) view=true

Obsolete Financial Trading Software Led to 3CX Vulnerability

A Mandiant investigation has found the breach of 3CX's popular smartphone began when the vendor's staff
installed software from Trading The breach has also reached beyond 3CX, with

DoD CYBER CRIME CENTER
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DoD CYBER CRIME CENTER (DC3)

DoD—Defense Industrial Base Collaborative Information Sharing Environment (DCISE)
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s Dol D—Defense Industrial Base Collaborative Information Sharing Environment (DCISE)

How Would the CRA Benef
Organization?

My

= Provides an understanding of which cybersecurity
practices inform specific NIST SP 800-171 requirements,
2eusll 2 how thasa practicasalgn withthe NIST Cybar
Sacurity Framework recommer

B Provides an easy final

CRA Performance Summary

oomar sumenmy Pt
B b e

roport indicating the relative msmmwamgam:stmm:\
resilienca and cybersacurity capabilties that includes:

© Abaseline that sids in improvement efforts
* Visual scoring depicti

P
the various secutty domains
 Recommendations for organizational process
improvement
Cyber Hygiene—
A Baseline Set of Practices
The CRA includes cyber hygisne guidanos that will
establish a solid baseline for your organization, strengthen
existing best practices, and idently actionable next steps
These key practices indude:
& Idertify and prioritize key organizational servicss,
products and their supporting assats

B dentif, prioritize, and respond to risks to
the organization’s kay services and products

= Establish an incident response plan
B Conduct cybersecurity education and awareness activities
= Establish ntwork security and moritoring

Ery——"

iay, DC3 facilitated session, or it may be

Corfgrmian 2rd Change Wanmgmart

Vrersblry Hareger

e
| SO corie oty g
[E—

5 the organization with suggested options

= Control on least privil maintain the
usar accass accounts

= Manageo tochnology changos and s standdizad socuro
configuration:

= |mp\nmnmcwn(m\lm protect and recover data

= Provont and monitor malwara exposuras

= Manags oybar ks assocated with supplersand extemal
dapendnt

= Parform eybar thraat and winerability monitoring
and remediation

Eacrnl Dspendercies Morsgrrt

T SP 800-171 requirements to protect CUI

T s st

Stusons Foareros
-

How Can I Learn More?

ager to support our Partners by
fering the CRA as a ser Please contact
T by email at DCISE@DC3.mil or visit the
RA forum on DIBNet-U at https://d|
portal/intranet/forum.
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DC3/DCISE:
e https://www.dc3.mil/

https://www.dc3.mil/Missions/DI

B-Cybersecurity/DIB-
Cvbersecurity-DCISE/

NSA:
« https://www.nsa.gov/ccc

DHS/CISA:
https://www.cisa.gov/shields-up
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