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DoD CIO Structure 
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CMMC 2.0 32 C.F.R. Proposed Rule Status

✓  32 Code of Federal Regulation (C.F.R.) CMMC 2.0 rule is listed as a Proposed Rule 

on OMB’s Unified Agenda

✓ Rule Package is in final phase of mandatory DoD review

✓ Rule Preamble and Rule Text

✓ Paperwork Reduction Act (PRA); Regulatory Impact Analysis (RIA); Initial Regulatory Flexibility Analysis 

(IRFA)

✓After OGC clearance, Rule and IRFA require Small Business Administration (SBA) 

review; the rule package requires DoD Regulatory Policy Officer (RPO) approval

✓Then, ATSD(PCLT) sends Rule Package to OMB for a mandatory 90-day review

❑ Followed by a DOPSR/DoD security review and Principal Staff Assistant approvals

❑ Proposed 32 C.F.R. Rule Sign and Publish to Federal Register

❑ Initiate a Public Comment Period for 60-days followed by comment adjudication

The 32 C.F.R. rulemaking process may take up to 24 months to complete
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DCIO(CS) DIB Operations Mission Deck
DCIO(CS) / DIB Operations
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DCIO(CS) DIB Operations Mission

Focused on bolstering cybersecurity resiliency for both DoD and the DIB 

through four primary lines of effort (LOEs):

1. Cyber Threat Information & Intelligence Sharing

2. Cyber Incident Reporting & Response

3. Cybersecurity Requirements & Assessment Mechanisms

4. Technical Assistance & Collaboration
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LOE 1: Cyber Threat Info/Intel Sharing

• Public-private partnership between DoD and defense contractors

• Mission is to enhance and supplement DIB participants’ ability to safeguard 

DoD information that resides on, or transits, DIB unclassified information 

systems

• Various components support the Program, including DC3/DCISE and 

NSA/CCC. DoD components provide no-cost or low-cost products, tools, and 

Cybersecurity-as-a-Service (CSaaS) offerings to participating defense 

contractors
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LOE 1: Cyber Threat Info/Intel Sharing (Cont.)

• 32 CFR Part 236 establishes both the voluntary DIB CS Program and mandatory 

cyber incident reporting requirements

o “…allows eligible DIB participants to receive GFI and cyber threat information”

o Program eligibility requirements are currently being revised to include all 

defense contractors that own or operate a covered contractor information 

system

o Revised eligibility criteria will balance program eligibility with contractors

impacted by mandatory cyber incident reporting
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LOE 2: Cyber Incident Reporting & Response
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• DFARS 252.204-7012 contractually obligates defense contractors to report cyber 

incidents 

• DC3 is responsible for analyzing reporting and facilitating response with 

company, DoD stakeholders, and Congress 

• Damage Assessment can be conducted
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LOE 2: Cyber Incident Reporting & Response
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• Both mandatory and voluntary cyber incident 

reporting is facilitated through DIBNet

• DIBNet is an unclassified PKI protected web 

portal

• https://dibnet.dod.mil 

• Per DFARS 252.204-7012, contractors are 

required to have a DoD-approved medium 

assurance certificate to report cyber incidents 
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LOE 3: Cybersecurity Requirements & Assessment 

Mechanisms
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• DIB Operations focuses on assisting the DIB in understanding regulatory 

requirements and promoting assessments (self-assessment or surveilled)

o DFARS 252.204-7012, -7019, -7020, -7021

o NIST 800-171/172
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• Offers a vehicle for DoD collaboration with the DIB through events and forums

• Identifies opportunities for collaboration with DIB, stakeholders, and 

interagency

• Partners companies with products that bolster cybersecurity resiliency

• Provides direct technical assistance through Cybersecurity-as-a-Service 

(CSaaS) offerings

LOE 4: Technical Assistance and Collaboration
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LOE 4: Technical Assistance and Collaboration
(Cont.) 

• DCISE3 – DC3: Compares company firewall logs to DIB, USG, and commercial 

threat feeds

• Krystal Ball – DC3: Real-time alerting on observed threats

• Cyber Resilience Analysis (CRA) – DC3: Interview-based analysis of 

organization’s current CS resilience posture in contrast of NIST SP 800-171 

implementation

• Protective Domain Name System (PDNS) – NSA: Adds a threat intel check 

against DNS queries to avoid malicious activity. PDNS easily integrates with 

existing security architecture
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Mission Recap

DCIO(CS) DIB Operations:

• Enables the DIB to improve their network security and better understand the 

current cyber threat landscape

• Promotes cyber threat sharing between the U.S. Government and Industry, 

which is a priority for this Administration and Congress

• Creates a trusted partnership between DoD and the DIB – we must defend 

together
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Want More?

Check out our publicly hosted resources at https://dibnet.dod.mil:
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Want Even More?

Check out our partners’ publicly hosted resources:
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DC3/DCISE:

• https://www.dc3.mil/

• https://www.dc3.mil/Missions/DI
B-Cybersecurity/DIB-

Cybersecurity-DCISE/

NSA:

• https://www.nsa.gov/ccc 

DHS/CISA:

• https://www.cisa.gov/shields-up
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Questions?
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