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Expectations of DoD Contractors

The DoD expects our contractors to be able to:
(Not all of the below may apply to all DoD Contractors)

 Protect sensitive information to include properly
marking It
e Use services securely

 FEvaluate & understand cyber threats & vulnerabillities
e Evaluate & manage risks in their supply chain
 Provide Cybersecurity services to the DoD
 Develop & deliver secure products/systems/services
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State of Competition within the DIB

“Onerous business processes and regulations, paired with
substandard technical data:

DoD’s requirements development, acquisition, and sustainment
processes form a long, complex lifecycle and can require
provision of extensive sets of data. Businesses perceive DoD
policies on accounting requirements, cybersecurity, and other
business needs as imposing uncompensated additional costs
compared to more profitable commercial procurement
opportunities.” (p. 18)

https://media.defense.gov/2022/Feb/15/2002939087/-1/-1/1/STATE-OF-COMPETITION-WITHIN-THE-DEFENSE-INDUSTRIAL-BASE.PDF



Partnering with the DIB



DoN Cyber Strategy

6.0 Partner to Secure the
Defense Industrial Base

6.1 Harden the DIB

6.2 Warn the DIB

6.3 Report DIB Compromises
6.4 Strengthen Contracts

6.5 Partner with the DIB

6.6 Reduce supply chain
cybersecurity risks

https://media.defense.gov/2023/Nov/21/2003345095/-1/-1/0/DEPARTMENT%200F%20THE%20NAVY%20CYBER%20STRATEGY.PDF



Cyber Capabilities

“As the Department's cyber capabilities evolve, so do those of our
adversaries. Both the People's Republic of China (PRC) and Russia have
embraced malicious cyber activity as a means to counter U.S.
conventional military power and degrade the combat capability of the
Joint Force. The PRC in particular sees superiority in cyberspace as core
to its theories of victory and represents the Department's pacing
challenge in cyberspace. Using cyber means, the PRC has engaged in
prolonged campaigns of espionage, theft, and compromise against key
defense networks and broader U.S. critical infrastructure, especially
the Defense Industrial Base (DIB). Globally, malicious cyber activity
continues to grow in both volume and severity, impacting the U.S.
Homeland and placing Americans at risk.” (p. 2)

https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023 _DOD_Cyber_Strategy Summary.PDF



Legally Available

“Consistent with the 2023 National Cybersecurity Strategy, the
Department will leverage all legally available contractual
mechanisms, resources, and operational arrangements to
improve the cybersecurity of U.S. critical infrastructure systems.
We will expand public-private partnerships to ensure that DoD
resources, expertise, and intelligence are made available to
support key private sector initiatives. We will also draw upon the
private sector's technical expertise and analytic capabilities to
identify foreign-based malicious cyber activity and mitigate
vulnerabilities on a global scale.” (p. 7)

https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023 _DOD_Cyber_Strategy Summary.PDF



DoD Authorities and Homeland Defense

“While the Department of Defense is the Sector Risk Management Agency for the
DIB, other departments and agencies serve as such for energy, information
technology, and other key sectors. These departments and agencies lead Federal risk
management efforts for each of these critical infrastructure sectors. As a result, the
Department has limited means to directly advance its policy objectives vis-a-vis the
cybersecurity of non-DIB sectors.

The Department, in particular, lacks the authority to employ military forces to
defend private companies against cyber attacks. It may do so only if directed by the
President, or (1) if the Secretary of Defense or other appropriate DoD official
approves a request for defense support of civil authorities from the Department of
Homeland Security, Federal Bureau of Investigation, or another appropriate lead
Federal agency; (2) at the invitation of such a company; and (3) in coordination with
the relevant local or Federal authority. Given this—and the limited circumstances in
which military cyber forces would be asked to defend civilian critical infrastructure—
the Department will not posture itself to defend every private sector network.” (p. 7)

https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023 _DOD_Cyber_Strategy Summary.PDF



Securing Sensitive Information



Related Policies — CUI

DoDI 5200.48, Controlled Unclassified Information:

e Supersedes DoD Manual 5200.01, Volume 4

» Establishes policy, assigns responsibilities, and prescribes procedures for CUI throughout the
DoD IAW DFARS Sections 252.204-7008 and 252.204-7012

« Establishes the official DoD CUI Registry

General DoD CUI Procedures:

= Unclassified information associated with a law, regulation, or government-wide policy and
identified as needing safeguarding is considered CUI

= DoD CUI replaces all references to Covered Defense Information (CDI)

= Authorized holder is responsible for determining whether information in a document or
material falls into a CUI category, and applying CUI markings and dissemination instructions
accordingly

= At minimum, CUI markings:for DoD CUI documents will include the acronym “CUI” in the
banner and footer of the document (FOUO not valid for new documents)
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CFR, FAR, DFAR Cyber-related Terms & Conditions

Part of Current Contract Terms & Conditions:

* FAR 52.204-21 Basic Safeguarding of Covered Contractor Information Systems

DFARS 252.204-7008 Compliance with Safeguarding Covered Defense Information Controls

DFARS 252.204-7012 Safeguarding Unclassified Controlled Technical Information

DFARS 252.204-7019 NIST SP Notice of NIST SP 800-171 DoD Assessment Requirements

DFARS 252.204-7020 NIST SP 800-171 DoD Assessment Requirements

* DFARS 252.239-7010 Cloud Computing Services

Emerging:

® 48 CFR Part 204 Subpart 204.75 Cybersecurity Maturity Model Certification (Not Final Yet)

* DFARS 252.204-7021 Cybersecurity Maturity Model Certification Requirements (Not Final Yet)



Contractor Requirements

FAR Clause 52.204-21.:

Basic Safeguarding of Covered
Contractor Information Systems

Established basic safeguarding requirements (10
security controls) and procedures to protect
covered contractor information systems with
unclassified non-public federal contract
information (FCI)
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DFARS Clause 252.204-7012:

Guidance to Stakeholders for
Implementing Defense Federal Acquisition
Regulation Supplement Clause 252.204-
7012 (Safeguarding Unclassified
Controlled Technical Information)

Basic Supplier Requirements: Provide adequate
security - DFARS 252.204-7012(b) which invoked
NIST 800-171 security requirements; Report cyber
incidents - DFARS 252.204-7012(c); & Flow down
these requirements - DFARS 252.204-7012(m)



Safeguarding Covered Information

Code of Federal Regulations (CFR) 52.204-201, Basic Safeguarding
of Covered Contractor Information Systems

e Covered contractor information system means an information system
that is owned or operated by a contractor that processes, stores, or
transmits Federal Contract Information (FCI)

e Supplier Requirements:

* Provide basic security - CFR 52.204-201(b)

= Limit Access, Authenticate, Sanitize, Monitor, Find/ Fix Flaws, Patch,
Detect Malware, Scans, etc.

= Flow down these requirements to Subcontracts - CFR 52.204-201 (c)



DFARS Clause 252.204-7012

Purpose

 Ability to identify sensitive information - sensitive information being properly marked and
monitored.

= DFARS Clause 252.204-7012 structured to ensure controlled unclassified DoD information
residing on contractor’s internal information system is safeguarded from cyber incidents,
and any consequences associated with the loss of this information are assessed &
minimized via cyber incident reporting & damage assessment process

= Providing a single DoD-wide approach to safeguarding covered contractor information
systems

Required on current & future contracts:
= Safeguarding DoD Controlled Unclassified Information (DoD CUI) that resides on or is transiting
through a contractor/ subcontractor internal information system or network

» Reporting cyber incidents that affect the contractor/ subcontractor ability to perform
requirements designated as operationally critical

= Flow down the clause in subcontracts for operationally critical support,
or for which subcontract performance will involve covered defense information



DFAR clause 252.204-7012

 DIB legally bound to follow the
provisions of DFARS Clause
252.204-7012.

« Safeguarding DoD CUI
* Reporting Cyber Incidents

 Flow-down DFARS Clause to subs/vendors

DoD Contractors with
CUIl were supposed to
be compliant by 1
January 2018!




DoD Assessment Methodology (DAM)

 NIST SP 800-171 v1.1, DoD Assessment Methodology Tool

* A methodology that enables assessment of a contractor's
Implementation of NIST SP 800-171, a requirement for
compliance with DFARS Clause 252.204-7012

» Consists of three levels of assessments (Basic, Medium,
and High) that reflect the depth of the assessment and
level of confidence in the assessment results

« DCMA, Defense Counterintelligence and Security Agency
(DCSA) and DoD Components completed High Assessments
for the Department's largest contractors; captured in the
Supplier Performance Risk System (SPRS)

e DoD will use methodology to assess the implementation
of NIST SP 800-171 by its prime contractors. Prime
contractors may use this methodology to assess the
Implementation status of NIST SP 800-171 by subcontractors




Emerging CMMC Requirements



FY20 NDAA

SEC. 1648. FRAMEWORK TO ENHANCE CYBERSECURITY OF THE UNITED STATES
DEFENSE INDUSTRIAL BASE. (pp. 1410 - 1413)

(a) FRAMEWORK REQUIRED.—Not later than February 1, 2020, the Secretary of Defense shall develop a
consistent, comprehensive framework to enhance cybersecurity for the United States defense industrial
base.

(b) ELEMENTS.—The framework developed pursuant to subsection (a) shall include the following:
(1) Identification of unified cybersecurity standards, regulations, metrics, ratings, third-party

certifications, or requirements to be imposed on the defense industrial base for the purpose of assessing
the cybersecurity of individual contractors.

(3) The responsibilities of the prime contractors, and all subcontractors in the supply chain, for
implementing the required cybersecurity standards, regulations, metrics, ratings, third-party
certifications, and requirements identified under paragraph (1).

(4) Definitions for ““Controlled Unclassified Information’ (CUI) and “For Official Use Only” (FOUO), as
well as policies regarding protecting information designated as either of such.

(5) Methods and programs for managing controlled unclassified information, and for limiting the
presence of unnecessary sensitive information on contractor networks.

(6) A plan to provide implementation guidance, education, manuals, and, as necessary, direct technical
support or assistance, to contractors on matters relating to cybersecurity.

(7) Quantitative metrics for assessing the effectiveness of the overall framework over time, with respect
to the exfiltration of controlled unclassified information from the defense industrial base.

(8) A comprehensive list of current and planned Department of Defense programs to assist the defense
industrial base with cybersecurity compliance requirements of the Department, including those
programs that provide training, expertise, and funding, and maintain approved security products lists and
approved providers lists.

(9) Processes for enhanced threat information sharing between the Department of Defense and the
defense industrial base.




CMMC Proposed Rule Informational Video
_

https://www.dvidshub.net/video/912871/cybersecurity-
maturity-model-certification-cmmc-proposed-rule-overview

Per Mr. Gurpreet Bhatia - DoD Principal Director for
Cybersecurity / Deputy Chief Information Security Officer
(CISO)

“The written text of the rule takes precedence over all else.”



CMMC in the Federal Register Below is “written text” from
-

the “Federal Register”
Page 89058

“SUMMARY: DoD is proposing to establish requirements for
a comprehensive and scalable assessment mechanism to
ensure defense contractors and subcontractors have, as part
of the Cybersecurity Maturity Model Certification (CMMC)

Program, implemented required security measures to expand

application of existing security requirements for Federal

Contract Information (FCI) and add new Controlled

Unclassified Information (CUI) security requirements for

certain priority programs. DoD currently requires covered

defense contractors and subcontractors to implement the
security protections set forth in the National Institute of

Standards and Technology (NIST) Special Publication (SP) 800—

171 Rev 2 to provide adequate security for sensitive

unclassified DoD information that is processed, stored, or

transmitted on contractor information systems and to
document their implementation status...”

https://www.govinfo.gov/content/pkg/FR-2023-12-26/pdf/FR-2023-12-26.pdf



Emerging CMMC Requirements (Subject to Change)

- Below is “written text” from the “Federal Register”
https://www.federalregister.gov/documents/2023/12/26/2023-27280/cybersecurity-maturity-model-certification-cmmc-program

From the 223 Page Document at the Federal Register:

Page 7: "When this 32 CFR CMMC Program rule is finalized, solicitations for defense contracts involving the processing, storing, or
transmitting of FCI or CUl on a non-Federal system will, in most cases, have a CMMC level and assessment type requirement a
contractor must meet to be eligible for a contract award."

Page 18: " ... Department Program Managers or requiring activities will determine which CMMC Level will apply to a contract or
procurement.”

Page 21: “Program Managers and requiring activities identify the applicable CMMC Level. Factors used to determine which CMMC Level
will be applied are included but not limited to the list found in § 170.5(b)(1-5). CMMC Program requirements will flow down to
subcontractors, as applicable (see § 170.23). A DoD Service Acquisition Executive or a Component Acquisition Executive may elect to
waive inclusion of CMIMC Program requirements in a solicitation or contract.”

Page 27: “In order to be eligible for a contract with a CMMC Level 2 Self-Assessment requirement, the OSA must have a Level 2
Conditional Self-Assessment or Level 2 Final Self-Assessment and have submitted an affirmation.”

Note: Everything Highlighted above is “A Proposed Rule by the Defense Department on 12/26/2023”
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https://www.federalregister.gov/agencies/defense-department
https://www.federalregister.gov/documents/2023/12/26

Emerging CMMC Requirements (Subject to Change)

- Below is “written text” from the “Federal Register”

https://www.federalregister.gov/documents/2023/12/26/2023-27280/cybersecurity-maturity-model-certification-cmmc-program

Page 42: “Prospective contractors must make a business decision regarding the type of DoD business they wish to pursue and understand
the implications for doing so.”

Page 48: “In the intervening period, DoD Program Managers will have discretion to include CMMC requirements in accordance with DoD
policies.”

Page 48: “Offerors and contractors will be informed of CMMC requirements in solicitations through (1) the specification of a required
CMMC Level, and (2) inclusion of the appropriate DFARS provisions or clauses.”

Page 49: “The phased implementation plan described in § 170.3(e) is intended to address ramp-up issues, provide time to train the
necessary number of assessors, and allow companies the time needed to understand and implement CMMC requirements.”

Page 52: “Offerors will be required to attain CMMC certification, when applicable, at or above the level in the solicitation, by the time of
award (or option period exercise) and must maintain their CMMC status throughout the life of the contract, task order, or delivery order.”

Note: Everything Highlighted above is “A Proposed Rule by the Defense Department on 12/26/2023”
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https://www.federalregister.gov/agencies/defense-department
https://www.federalregister.gov/documents/2023/12/26

Exceptional Resource for Current Information
- https://dodcio.defense.gov/CMMC/

Note on the DoD CIO’s Website:

“The information on this website
reflects the Department’s strategic
intent with respect to the CMMC
program. The Department will be
engaging in rulemaking and
internal resourcing as part of
Implementation, and program
details are subject to change
during these processes.”



Thank You for Keeping US Secure!

Together We can Secure the
DoD’s Sensitive Information!

Questions
paul.shaw@dau.edu
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