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APEX’s Mission
Assist San Diego, Orange, and Imperial County businesses in learning how to do 

business with federal, state, and local government agencies at NO COST.
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APEX’s Services Training Webinars: 2900 participants/year

1-on-1 Counseling +800 businesses/year

Help with Market Research
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Find your APEX Center

http://www.aptac-us.org/contracting-assistance/ 
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APEX’s Funding

from local sponsors like ours across the nation hosted by 
other colleges, local/state 

government, and nonprofits

of funding from 
Department of Defense

50%50% 90+ Centers
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Local Sponsors

This APEX Accelerator is funded in part through a cooperative agreement with the Department of Defense
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Who is APEX Helping? 

FY 2023 APEX Annual Report
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APEX - DoD Support for
Cybersecurity CMMC 

NIST SP 800-171

Meeting compliance requirements 
DoD Support Tools and Training
DFAR 252.204-7012 > CMMC <
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Agenda
• NIST SP 800-171, CMMC, the requirement that will never 

seem to die
• How to get help, government resources

• APEX 
• Project Spectrum
• NSA - tools
• USAF BlueCyber
• Defense Industrial Base (DIB) Cybersecurity Portal (dod.mil))
• CyberAB the marketplace

• Actions you can take now
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NIST SP 800-171, CMMC, 
the requirement that never seems to die
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2023 IG Report CUI 
in the DIB

• The requirement addresses fundamental security issues 
with the DIB.

• “In the five audit reports, we consistently determined 
that DoD contracting officials did not establish 
processes to verify that contractors complied with 
selected NIST SP 800-171 requirements”.

Year DIB 
Assessments

CyberSec. Weakness 
Recommend

2023 3 1
2022 10 18
2020 2 14
2019 10 80
2015 7 3
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2023 IG Report CUI in the DIB

“As of October 1, 
2023, 24 of the 116, 
or 21 percent of the 
recommendations 
remain open”.
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Fed.Gov. Issues
US Dept of the Interior, 
Internal review of user 
passwords
They were able to crack 
21% of active user 
passwords, to include 
Privileged Passwords.  
The most common re-
used password was 
“Password-1234”

Cyber Awareness Challenge -
Speed Mission Debrief
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The Process Inches 
Forward

CMMC sent 
Final Rule to 
OIRA Jun 27, 
Passes OIRA 
Aug-7.
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Implementation Roll-Out
Based on the Dec. 26, 2023, Cybersecurity Maturity Model 
Certification (CMMC) Program, Office of the Department of 
Defense Chief Information Officer (CIO).

• Final Rule – the roll-out
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How to get help, government resources:
APEX (San Diego, Orange, Imperial Counties)
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APEX Support
▪ One -on- one counseling
▪ The focus is the System Security Plan (SSP)

▪ CA.L2-3.12.4  Develop, document, and 
periodically update System Security Plans [SSPs] 
that describe system boundaries, system 
environments of operation, how security 
requirements are implemented, and the 
relationships with or connections to other 
systems

▪ The SSP is the cornerstone for requirements cannot 
(SPRS) score if you do not have an SSP
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There is a process (takes a year or more)

▪ Phase 1, SCOPE scoping what is in scope 
for CUI, > facilitates, people, technologies, 
external service providers < that process, 
store, transmit CUI
▪ This is not easy often requires business 

process re-engineering

▪ Phase 2, Gap Analysis, SSP development

▪ Phase 3, Audit review

APEX Support
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Shared Responsibility Matrix
▪ Listing of 110 Requirements
▪ Listing of 320 Requirement 

Assessment Objectives
▪ Where is the reference in the SSP
▪ Who is responsible internal –

external
▪ Where is the evidence of 

compliance

APEX Support
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What are the best resources for 
your company?
• It depends!
Even if the resource is free, it will 
still cost, in terms of hours and 
labor.  Someone has to
install the software, 
maintain the 
software, and 
review reporting

APEX Support
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How to get help, government resources:
Project Spectrum
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Project Spectrum
https://www.projectspectrum.io/#/

A repository of resources
▪ You will need to register 

and set up an account for 
access to the tools and 
resources

▪ Progress tracking tool, 
examples of compliance

▪ List of documentation 
resources, training courses

▪ List of software tools for 
monitoring and compliance 
–SSP support
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Catalog of White Papers authored 
by the Project Spectrum Team
Covers several topics focused on 
general cybersecurity best 
practices and threats

Catalog of online 
courses focused on 
CMMC Level 1 
Federal Contract 
Information (FCI)
The foundation for 
CMMC Level 2

Project Spectrum (resources)
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Compliance Requirements Assessment 
▪ Level 1 completed, 100% 
▪ All assessment objectives met
▪ Assessment Objective question and 

answer
▪ Must fill out each one
References: the Tool Tip and the 
Explainer Video, outline the 
requirement details
These are very general descriptions of 
the requirements

Project Spectrum 
(resources)
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Compliance Requirements 
Assessment
▪ Level 2 in progress
▪ With Level 1 complete, 18% of 

Level 2 
▪ 59 Assessment Objectives in 

Level 1
▪ 320  Assessment Objectives in 

Level 2
▪ Note a total of 108 requirements

Project Spectrum 
(resources)
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▪ Listing of 103 products 
▪ Some free, lite versions, others paid 

software purchase or subscription
▪ Can filter and compare products
▪ Covers assessment, monitoring, and 

penetration testing tools, 
▪ Resources 

templates
▪ Documentation 

templates

Project Spectrum 
(resources)
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How to get help, government resources:
NSA tools
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NSA tools
DIB-5 copy (nsa.gov)

NSA offer commercial security tools for registered 
(SAM) members of the DIB.

• NSA Threat Intel; DIB specific threats

• Network Defense; provide for better network 
security

• Mitigation Guidance; how to mitigate vulnerabilities  

• Private Engagements; safeguard your data and 
environment

• CMMC Support; specific tools that address specific 
requirements
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NSA tools Resources
CSA = Cybersecurity Advisories

CSI = Cybersecurity Information

CTR = Cybersecurity Technical Report

ESF = Enduring Security Framework
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NSA tools Resources
RA.L2-3.11.2/3 Attack Surface 
Management
• 11.2=Scan for vulnerabilities in 

organizational systems and applications 
• 11.3=Remediate vulnerabilities in 

accordance with risk assessments.
SI.L2-3.14.3 Threat Intell Collaboration
• Monitor system security alerts and 

advisories and take action in response.
SI.L2-3.14.6 Protective DNS
• Monitor organizational systems, including 

inbound and outbound communications 
traffic,
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▪ Akami
▪ View of external threats
▪ Pushes out monthly reports
▪ List of vulnerabilities
▪ As with all conflicts with other 

security SW
▪ Compressive reporting system vulnerabilities and 

threats
▪ Locking down system resources can shut the system 

down, no access to the internet, no email, etc. 
▪ All support is through SLACK

NSA DIB Support
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How to get help, government resources:
USAF BlueCyber
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Blue Cyber
Small Business Cybersecurity Information (af.mil)

Blue Cyber has three components; 

▪ Short presentations (20), for industry and 
government focus DoD cybersecurity and 
information protection

▪ “Air Force/Space Force Chief Information 
Security Officer’s Blue Cyber Ask-Me-
Anything” webinar; held every Tuesday from 1-
3 p.m. ET via Zoom

▪ Three hours each day, one-on-one calls. Focus 
on the company’s unique challenges, with 
direction to federal and state resources

Library of policies and access to source documents
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Blue Cyber (resources)
Defense SBIR/STTR - Technology Protection 
(defensesbirsttr.mil)

CUI Training Resources (AT domain)
▪ CUI Training Templates Presentation
▪ CUI Training Reference Guide
▪ CUI Quick Start Guide
▪ CUI Marking Job Aid
▪ CUI Baseline Requirements
▪ CUI Resources One-Page
▪ CUI Glossary and Policy Summaries
▪ DoD CUI Cover Sheet (SF-901)
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▪ Sites for NIST SP 800-171

▪ Manufacturing Extension Program (MEP) 
Handbook 162, (Pat Toth) note Superseded by 
NIST SP 800-171A “Assessing Security 
Requirements for Controlled Unclassified 
Information”

▪ NISTIR 7621 Revision 1 Small Business 
Information Security: The Fundamentals (Pat Toth) 
2016, good information some of its dated=Now 
the Assessment Guide

▪ Reference for assessment tools, DHS Cyber 
Security Evaluation Tool (CSET)

▪ NSA DIB Collaboration Center, lists monitoring 
tools

Blue Cyber (resources)

Distro Statement A: Approved for Release. Distribution is unlimited.



How to get help, government resources:
Defense Industrial Base (DIB) 

Cybersecurity Portal (dod.mil))
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DoD Resources
(Defense Industrial Base (DIB) Cybersecurity Portal (dod.mil)) 

The goal is to off load 
the financial and 
technical burden by 
providing industry 
standard cybersecurity 
tools and training 
resources.

This is a list of general 
cybersecurity resources, and 
not all specific to CMMC
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DoD Resources

▪ The DoD is not 
providing 
consulting; each 
organization and 
each information 
system is different

▪ To access some of the sites/resources this requires a Facilities Security 
Clearance (FCL)

▪ For some sites/resources require a DoD-approved medium assurance 
certificate
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DIB Programs

▪ Adversary Emulation (AE): conducts penetration testing, 
network mapping

▪ Krystal Ball (KB): maps public-facing infrastructure and 
overlays it with threat-intelligence sources

▪ DIBNet-U Portal: defense contractor cyber incident reporting, 
participation in DoD-DIB CS Program

▪ DCISE: Defense Industrial Base 
Collaborative Information Sharing 
Environment; threat identification and 
real-time monitoring Cyber Resilience 
Analysis (CRA): evaluates processes 
and practices across 10 security 
domains
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DoD Resources

The get started point 
with associated 
points of contact
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How to get help, government resources:
CyberAB the marketplace
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CyberAB
Cyber AB > Home

The CMMC Ecosystem
• Consultant training and 

registration
• Accessor training and 

certification
• Establishment of 

Standard documentation, training, certification, assessments, etc.
Common assessment framework, no matter the industry, or geography. 
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CyberAB 
Marketplace
Consultants
• Resource Practitioner (RP) = 1,393
• Resource Practitioner advanced (RPA) = 149
• Resource Practitioner Organizations (RPO) = 327

Accessors
• Certified CMMC Professional (CCP) = 887
• Certified CMMC Accessor (CCA) = 258
• Certified Third-Party Assessment Organization (C3PAO) = 56
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Actions you can take now.
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Action for now
• Compliance takes time, this is no one’s full time job.
• Figure about a year, why = this is no one’s full time job.
• Get started now.
• Meeting compliance takes a System Security approach, this is not 

cybersecurity, it is a holistic approach to system security, it includes 
training, configuration and risk management, etc.

• Make this an IT task, you will fail.
• Through are costs to getting ready for an assessment the staff time to 

prepare, hardware/software costs, consultants, etc.
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Action for now
• A good point of departure is CMMC Level 1, it is 17 of the 110 

requirements.
• Start with scoping, know what you have, who is using it, where is FCI and 

CUI in the organization.
• Consider training as an easy first step, there is much government material 

provided for free.
• The System Security Plan (SSP) is the corner stone of system security.

• This is not a weekend science project.

Distro Statement A: Approved for Release. Distribution is unlimited.



Upcoming Webinars
Cybersecurity Part 3: The System Security Process

Thursday, August 22

Are You Ready for Government Contracting?
Thursday,  September 5

Creating a Capabilities Statement for Government Customers
Tuesday,  September 10

Government Contracting Certifications for Small Business
Wednesday,  September 18

Register at: https://sdcoc.ecenterdirect.com/events/
Distro Statement A: Approved for Release. Distribution is unlimited.
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Connect with APEX

Website: apexsocal.org

Social Media: @apexsocalorg
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Sign up for Business Counseling

▪ In San Diego, Orange, and Imperial Counties: 
https://sdcoc.ecenterdirect.com/signup

▪ If already a client, request an appointment at:
swcapexsocal@swccd.edu

▪ If located elsewhere, please locate a center:
https://www.aptac-us.org/find-a-ptac/?state=#
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Please note other 
programs such as SBDC’s, 
WBC’s, etc. use similar 
intake application. The 
data is not shared within 
programs, each program 
requires intake.  

Must Fill Out Application

https://sdcoc.ecenterdirect.com/signup

Please note that other 
programs, such as SBDCs, 
WBCs, etc., use similar 
intake applications. The 
data is not shared within 
programs; each program 
requires an intake.  
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Any 
Questions? 

Distro Statement A: Approved for Release. Distribution is unlimited.



Thank you for Attending!

Mike Olivier
Cybersecurity Advisor

mikeo@comtechsystems.com
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