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Recommended Electromagnetic Compatibility 
(EMC)/Electromagnetic Environment 

(E3)testing

 You may ask yourself, “How did we get here?” 

 Planning and communication are key to lowering costs at 
all phases of the lifecycle of a product.

Meeting EMC targets requires constraint of as many known variables as possible 

This is an ‘old school’ example of 
Electromagnetic Interference
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Keep the end view, in sight

What drives a 
Performance 

Specification? 
(what we have to 

address, 1900+ 
pages….just relating 

to EMI)

Specifications relevant to EMI control:

• MIL-STD-461 System compatibility (280 PDF pages)
• MIL-STD-464 Platform level environments (180 PDF pages)
• MIL-STD-810 Weather/environmental (1089 PDF pages)
• MIL-STD-1310 Shipboard EMI control (46 PDF pages)
• MIL-STD-1605 Whole ship EMI certification (25 PDF pages)
• MIL-STD-1399 Ships power interface (64 PDF pages/series)
• MIL-STD-2003 Cable construction/assembly (series)
• MIL-DTL-38999 connector detailed requirements (series)
• MIL-DTL-24749A ground straps spec (21 PDF pages)
• NAVSEA S9407-AB-010  cable routing (276 PDF pages)

There are no awards for the most words used…..  Bottom line, up front (BLUF).  Get to 
the point, so the decision makers can do their part.

What does the end 
user (vendor) need

to know?
What do they 

actually know?
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The song remains the same…..

Physics refuse to be corrected by administration……… if we don’t understand the cause and 
effect, we are unlikely to apply appropriate controls.

We should aim for the 6 P’s:
Proper Prior Planning Produces Projected Performance

Probability of electromagnetic Interference (EMI) is the sum of 
operational environment, specifications, design, component selection, 
assembly, and installation. 

Interference occurs, when there is a source, a victim, and a coupling 
mechanism.

Standards based testing levels the playing field between co-located 
equipment.
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Are there any special considerations?
• Is there Government Furnished Equipment (GFE) involved in the 

procurement?  
 What is the pedigree?
 Are the tested parameters in alignment with the application under 

consideration? (is any previous assertion of performance valid?)
• Is the product development team required to adhere to specific test 

standards?
• Is the product development team required to adhere to guidance from 

E3 Technical Warrant Holder (TWH)?  What other TWH are involved?
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Are there any special considerations?
• What do we test?
 Who, what, where, when….. What are the consequences?

• What do we validate by inspection?
 Who, what, where, when……. What are the consequences?

• What do we validate by analysis?
 Who, what, where, when, who adjudicates? What are the consequences?
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But wait!  There’s more……

19 different test requirements, which are selected based on 
platform, usage, specific capability of the equipment to be 
qualified.  Test requirements come and go with each revision of 
the standard (~7 year cycle). 

Methodology, allowed equipment to be used for testing change 
over time.

Data Item Description relating to MIL STD 461 testing

DI-EMCS-80199C, Electromagnetic Interference Control 
Procedures (EMICP)

DI-EMCS-80200C, Electromagnetic Interference Test Report 
(EMITR)

DI-EMCS-80201C Electromagnetic Interference Test Procedures 
(EMITP)
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Determine Criticality
 A particular piece of equipment may have different roles when the end user 

(DoD) takes possession.  Design, construct, and test for that ‘worst case’. Revisit 
this presumption as needed.
 Criticality is most often determined by the overall role of the equipment in the 

environment as perceived by the owner of the platform…. NOT the necessarily 
the developer of the piece of equipment. 
 Clear communication prior to the start of development, so that expectation can 

be built into the PSPEC is the most cost efficient way to ensure the end product 
meets the need. 
 Ordnance handling has significant impact to stress applied due to required safety 

margins
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Determine Needed Reliability/Safety
• Is the equipment going to be used in a single Electromagnetic 

environment, or will it be used in multiple scenarios? Design for 
worst case…. (far less effort involved in reducing protection by 
depopulating available component installation options, than 
attempting to add more after the fact).

• In virtually all cases, military use will expose equipment to higher field 
strengths than COTS requirements test to. A typical RF exposure limit 
of 3-10 Volts per meter over a smaller spectrum (COTS) , compared 
to shipboard flight deck peak levels exceeding 2,000 V/m in discrete 
frequency bands (MIL-STD-464).

• What constitutes absolute pass/fail requirements, and how are 
they assessed? These design elements must be socialized as early 
as possible.
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Select appropriate methodologies to 
determine PSPEC criteria pass/fail

*EMI centric, many other competing considerations

 Test
– Is there a standards based test applied? Language and version identified credible?
– Is the test at an appropriate level of assembly?
– Does the test methodology provide ‘test as you fly’ conditions? Are all functions 

and scenarios exercised?

 Analysis
– Can analysis provide sufficient confidence to negate testing?

 Inspection
– Is inspection sufficient to negate analysis or testing?
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Determine expected environments… If you 
cannot pass MIL-STD-461 , you are unlikely to 

pass MIL-STD 464.

• Shipboard RF exposure is dictated by physical space.  On the exterior of 
the hull, virtually all intentional emitters produce fields which will exceed 3-
10 V/m as a result of proximity, power, directivity and a number of other 
factors. All of these factors are non discretionary. 

• Peak fields impact electronics, peak and average affect HERO, HERF, 
and HERP (Hazards of Electromagnetic Radiation to Ordnance, Fuel, 
and Personnel)

• Table I describes the sum total of all sources on all ships. Design for and 
pass testing to these levels, and the probability of working as desired is 
considerably greater anywhere a system may be employed.  (Equipment 
that never goes on the flight deck, or never goes on a ship would be 
exposed to less)

• The loose definition of Flight Deck is anywhere a helicopter may land…. 
Everything else is likely weather deck. More energetic.
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Select appropriate standards to support 
Performance Specification (PSPEC) *

*EMI centric, many other competing considerations

 Example:
1. USN Shipboard, flight deck (hangar deck, and land based flight line, as well as 

maintenance shops).
2. Equipment receives power from hosting facility/self powered (internal 

combustion)/battery powered
3. Equipment uses RF links

What this means:
1) Emissions limits (RF noise from equipment) are significantly more strict than any commercial off the shelf (COTS) requirement.  The Number of RF 

emitters in close proximity to the equipment are illuminating it (Susceptibility) at much higher levels than COTS standards test to.  COTS testing DOES 
NOT equate to passing MIL-STD-464, and is unlikely to demonstrate compliance to MIL-STD-461

2) Supplied power is fundamentally different aboard ship relative to UL/FCC approved. Testing for noise from equipment as well as susceptibility routinely 
exceeds COTS requirements both in frequency and level of energy measured or applied as a threat stimulus.  MIL STD 1399 describes how much the 
supplied power can vary, MIL-STD -461 tests to verify ‘good neighbor’ status, and the ability to withstand the types of upset which occur (allowed by -
1399).  Line to ground capacitance is strictly limited. (60 Hz equipment will not exceed .1 uF line to ground)

3) RF links can cause hazard to established receive systems, create issues with host countries, can interfere with co-located equipment which is not 
designed to accept energy in the region of TX.  If the RX side of the link is not robustly protected from the EME present, functionality may be degraded.
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Select appropriate limits for specified tests

*EMI centric, many other competing considerations

 Standards are generic. 
– The more precise the language of what elements are tested, how they are tested, and to what 

environment (referred to as tailoring) the more effective the test to evaluate the product 
becomes.

– ‘Worst case’ testing is the most economic way to test.
– Establishing test cases and conditions is a fundamental part of test.

• Equipment employed in multiple scenarios may be subject to more stringent performance requirements 
than considered. SPELL IT OUT.
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How do we put the horse before the cart?

• What does the end user (vendor) need to know?
• What do they actually know? (How is this demonstrated?)
• Does past performance give credence to proposed schedule, and time 

lines/costs?

A request for proposal has a greater likelihood of getting quality returns, if the 
RFP is written effectively and at a level within the Vendor’s comprehension.
• Consider the audience, and the magnitude/relevance. 

• The Subject Matter Expert has the responsibility to reduce the available information to the salient points.
• Your message should not come as a surprise. 

• Poorly defined performance metrics result in gross overruns in schedule, costs, terminal performance.
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How effective is the communication?
• Consider the audience, and the magnitude/relevance. 
• Your message should not come as a surprise.
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Setting Expectations

All functions of the equipment are required to be evaluated with regard to E3 effects.

 The better defined the performance required, the more accurately the necessary levels of design 
can be applied.  

– What is the current state of ‘robustness’?
• Has there been any EMC testing at all?
• How is this captured?  
• What documentation supports this assertion?
• Who is making the assessment?

– How much of a delta is there between initial value, and projected level of threat EME?
• What coupling mechanisms have been evaluated?
• How is the working environment replicated in modeling, or in test?
• What adjustments are proposed, what is the cost in schedule, acquisition, etc.?

– What operational scenarios have been considered?
• Has ‘worst case’ been identified?
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Emissions limits are well below typical Commercial 
off the shelf (COTS)

Limited ‘real estate’ on board USN platforms places high power emitters and very sensitive receiver systems in 
very close proximity NOT ENVISIONED IN COTS SCENARIOS

 MIL STD 461 RE102 Flight deck limit is all assessed in ‘peak’ values, and extends well below 
any value in a COTS test.  

– Common sources of emissions over the limit:
• DC-DC switched mode power supplies
• LED lighting systems
• Components not suitable to environment

◦ ‘brushed’ motors, etc.
• Unshielded cables, or poorly terminated back shells
• Unauthorized wireless functions
• Vibrating parts creating ESD like ‘sputter’
• Bonding, Grounding, Shielding issues
• Frequencies below the lowest tested COTS frequency range which exceed the 

RE102 limit are commonplace . Signatures radiate off of cables.
• Secondary/tertiary functions not considered within design.  (battery chargers, 

lighting, displays, GFE, etc.)

“The greatest impediment to progress, is the interface between disciplines.”
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Applied stress can be orders of magnitude greater 
than COTS testing, in USN Environments

Requires much more robust isolation than COTS provides. 
Bonding, Grounding, Shielding qualities must support the isolation requirements.

V/m A
164 0.41

61 0.1525
196 0.49

94 0.235
196 0.49
491 1.2275
212 0.53
159 0.3975

4700 11.75
1225 3.0625

200 0.5
361 0.9025
213 0.5325
913 2.2825
745 1.8625

Simplified Flight deck peak

 RF links can cause hazard to established receive 
systems, create issues with host countries, can 
interfere with co-located equipment which is not 
designed to accept energy in the region of TX. 

 If the RX side of the link is not robustly protected from 
the EME present, functionality may be degraded.

 MIL-STD-461 equates ~ 2.5 mA of current for each V/m 
applied to a structure the size of an aircraft wing with 
varying efficiency over frequency.  

 The difference in current on the exterior of  a cable is 
drastic. As applied in COTS testing, would not normally 
exceed 10V/m (=.025 A), and could be expected as 
stated in MIL-STD-464 Table I (can exceed 4700 V/m 
(=11.75A) in a shipboard flight deck scenario. 
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Presumption of performance
 EME uses structures to radiate as well as accept energy.  There is a 

reciprocal effect.

– There are multiple options for hardening in most product 
catalogs; at what level is the proposed equipment employing a 
particular type of subsystem?  (How ‘hard’ is the solution, 
relative to the expected EME? Is there a realistic appreciation of 
the intensity?) 

– Cheap, generally equates to less effective isolation, which leads 
to poor performance in the EME
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General design rules for equipment enclosures

These two plots differ in only one aspect. The 
lower plot exchanged an isolated BNC 
connector for a standard design, which ties the 
connector shield to the chassis of the 
equipment.

 Electromagnetic interference (EMI) occurs when there 
is a source generating fields that are at a frequency 
and power level which interrupts another 
circuit/system.
 Control of EMI to reach electromagnetic compatibility 

(EMC) can be broken down into 3 areas. (similar in 
concept to a ‘fire triangle’)

1. Source emission reduction
2. Coupling path mitigation
3. Victim susceptibility reduction (hardening)
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Most EMI problems are the result of compounding assumptions which 
do not support the actual operational environment.

 Very rarely a single point of failure.
 Upset to comparator circuitry is typically the first indication of interference. 
 RF receivers in band are the most sensitive scenario typically found. As energy increases, loss of  functionality, then damage become more probable.
 Negative feedback processes, data bus communications, anything with a proscribed difference of potential which can become saturated are areas of concern.

– Typical COTS equipment assigns the negative reference to chassis potential, which can couple noise into the design.
– Low cost unshielded signal lines, plastic sensor bodies, poor grounding, single ended shields all compound the low bar of EMI protection

There is a linear relationship between frequency and conductivity.  
 This can be loosely by characterized by Inductive reactance 
 (XL)= 2PI X Frequency X Inductance. 
 Inductance is roughly equivalent to DC Resistance. The salient point is that higher frequency 

(AC) means greater effective resistance.  
 What is conductive from DC to 60 Hz AC (6x102) is not likely to behave the same at 60 MHz 

(6x107), 600 MHz (6x108), 6 GHz (6x109)….. XL bears a linear relationship. An electrical safety 
ground is less effective as an RF ground. Often virtually useless.

 TRANSIENTS ARE AC; THE RISE TIME OF THE SIGNATURE IS A CRITICAL ELEMENT IN THE # OF 
HARMONICS IT GENERATES
 Nano second rise times generate infinite harmonics…….. Electrons have virtually no 

mass.

Coupling is reciprocal, what leaks out can leak in with similar efficiency.
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Where does the noise come from?
‘High speed’ switching events create transient spikes of current/voltage, amplitude is most often  the result of the 
impedance those transients face in circulating. When the resulting family of transients hit a sharp change in impedance, 
there is likely to be a change in direction of flow.

– There is a linear relationship between frequency and conductivity.  
– This can be loosely by characterized by Inductive reactance (XL)= 2PI X Frequency X Inductance. 
– Inductance is roughly equivalent to DC Resistance. The salient point is that higher frequency (AC) means greater effective 

resistance.  
– RISE TIME OF THE SIGNATURE IS A CRITICAL ELEMENT IN THE # OF HARMONICS IT GENERATES
– What is conductive from DC to 60 Hz AC (6x102) is not likely to behave the same at 60 MHz (6x107), 600 MHz (6x108), 6 GHz 

(6x109)….. 
– XL bears a linear relationship. Many more orders of magnitude impedance to the flow of current. This is due to ‘skin effect’.  
– Reducing DC resistance, likely reduces inductive reactance. 

Signal port impedance of a LISN, effectively a ‘high pass’ 
filter (anything greater than 200 kHz, is virtually zero loss)



23NAVAIR Public Release SPR-2024-0481 Distribution Statement A.  Approved for public release: distribution is unlimited

Presumption of performance
 EME uses structures to radiate as well as accept energy.  There is a 

reciprocal effect.

– There are multiple options for hardening in most product 
catalogs; at what level is the proposed equipment employing 
this type of subsystem?  (How ‘hard’ is the solution, relative to 
the expected EME? Is there a realistic appreciation of the 
intensity?) 

– Cheap generally equates to less effective isolation, which leads 
to poor performance in the EME which exists on the flight deck 
or weather deck of USN platforms.
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Known areas of concern (shield performance)
 Not all shields are equal.

– Solid metal conduit, with 360° termination at both ends offers the highest level of shielding.
– Flexible solutions require materials that will not break with bending loads.  

• Quality of shielding in a flexible system can be assessed as a function of the number of overlapping 
types of shield in the system.  

◦ Topside rated conduit using two different weave patterns of over braid, and a helical core system are 
capable of high shielding numbers (60+dB).

◦ Typical MIL STD 2003 cable designs utilize a single layer of over braid. Relies on the quality of the 
terminations into the back shells at both ends.

◦ MIL STD 2003 connectors are typically offered in threaded  (720° or more) and ‘quick disconnect’ (90°) 
formats.  More engagement results in more consistent contact. 

◦ COTS shielded cables range across the gamut. You get what you pay for.
- Foil – lengthwise seam over complete cable.
- Foil with drain wire – helical wire bridging the seam @ repeating spacing.
- Foil with drain wire and over braid – similar in potential to topside conduit
- Quick disconnects on COTS cables do not offer highly effective shield bonding.  Typically higher 

impedance than is recommended or desirable. 

Shields perform only as well as the terminations allow.  ‘End fire’ at the point where 
there is a sharp change in impedance is the most frequent mechanism of energy 

transfer into a discrete circuit.
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Known areas of concern (shield termination, 
intentional or otherwise)

• Not all terminations are equal.
 360° termination offers the highest level of shielding.
 COTS shielded cables rarely offer similar performance. You 

get what you pay for.
 Treatment of the shield of the COTS cable is critical to the 

performance of that shield.
• Does it pin ‘through’?
• Is it ‘tied back’?
• Are the shields tied to a common reference point?

• Inside or outside the ‘protected earth’?
 Can you assure continuous shielding end to end of your cable 

run?
• Does your documentation describe buildup and execution 

adequately?

Sharp changes in impedance are the most frequent mechanism of energy transfer 
to/from a discrete circuit. 
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Known areas of concern (grounding scheme)

 Stacked grounding points from different circuitry can 
create crosstalk between them.

– Mechanical compression becomes increasingly less 
consistent with each additional lug within a ‘stack’.

– Bonding of the stud itself to the chassis of the equipment is 
another area of concern.

• Printed Circuit Board Assemblies (PCBA) are often mounted to the 
chassis of their enclosure with ‘stand offs’.  Those stand offs are quite 
frequently utilized as a ground reference by the PCBA.

◦ Is this going to introduce EME to the ground reference?
• Stand offs can be threaded, or interference fit to the chassis.

◦ Will the installation of the PCBA change the torque of the stand off to 
chassis?  (hence, the quality of the ground)
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Planning to mitigate potential EMI:
(reduce the known unknowns)

 Determine where your point of demarcation is, and set that 
boundary. (Where is it you are trying to control entry and exit 
from your enclosure?)  

– The principal for an enclosure is exactly the same as for a circuit board.  
All of the same design rules should apply at subsequent higher levels.

– Location, location, location……

1. Controlling emissions at the source, reduces the need to 
isolate, shield, attenuate those signatures. This is the most 
desirable starting point. (Friis established the scaling of EM 
fields as far back as 1946.) 
– It is generally true that a reciprocal relationship exists 

between emissions and vulnerability.  If an emission can 
occur from your system, a similar frequency has a path into 
your system. (Termed reciprocity)
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Decoupling internal components and circuitry
Understanding the use of an isolated reference plane within the boundary for low level 
discrete signals to segregate them from transients generated in power supplies, and external 
sources can reap a significant benefit in terms of signal to noise ratio.

Coupling path mitigation
– Knowing the environment, has a large part in what level of protections 

need to be implemented in a design.  Better to design in the protection 
circuits, and then depopulate if demonstrated as not needed, than to 
try and add in later. 

– Use of opto couplers, isolation transformers, high impedance, clamping 
diodes, filters are all much more readily put into a circuit card design 
before it is frozen, rather than attempting to add them afterwards.

– Many companies have design for manufacture (DFM) and design for 
EMI (DFE)rules embedded in their circuit board layout processes.

– Trace routing, cable routing, physical spacing to prevent arcing as a rule 
require board layout re-design if found deficient. 



29NAVAIR Public Release SPR-2024-0481 Distribution Statement A.  Approved for public release: distribution is unlimited

Design considerations inside the box, after component 
selection…….

 Limit line to ground capacitance. 
– The allowable capacitance is called out specifically in MIL –STD-461, and has it’s roots in 

MIL-STD-1399-300. This primarily applies to the input power filter. 
 Cable management

– Cable segregation to reduce coupling between power cables and feedback, sensor input, 
communications is all a necessary exercise.  

– Relocating the most sensitive types of cable as far away from the most likely to be noisy 
types is always a good first step.  

– If such cables MUST be routed adjacent to a source (radiator) crossing over that cable at 90°
reduces the efficiency of the coupling. 

– Use of shielded cables with appropriately terminated end points can be extremely effective. 
 Partition the internal volume

– Segregation of noise generating components and cables from low signal level types can be 
accomplished more readily in the design/layout phase, than after the assembly is completed.   

– A combination of distance, cable orientation, and shielding/grounding is inexpensive if planned 
prior to the start of construction.

 Shielding, bonding and grounding 
– Should follow the requirements outlined in MIL STD 464D, section 5.11.3.  
– COTS components do not lend themselves to this process.  
– Preservation of metallic surfaces is most often nonconductive.  Appropriate masking to ensure 

faying surfaces are conductive as desired has to be written into the drawings for the relevant 
assembly.    

– Connector back shells, over braids, chassis ground paths all need to be treated appropriately.
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Supplied power is fundamentally different aboard ship

 Supplied power is fundamentally 
different aboard ship relative to UL/FCC 
approved. 
 Testing for noise from equipment as 

well as susceptibility routinely exceeds 
COTS requirements both in frequency 
and level of energy measured or applied 
as a threat stimulus.  
 MIL STD 1399 describes how much the 

supplied power can vary, MIL-STD -461 
tests to verify ‘good neighbor’ status, 
and the ability to withstand the types of 
upset which occur (allowed by -1399).  
Line to ground capacitance is strictly 
limited. (60 Hz equipment will not 
exceed .1 uF line to ground)
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Schematic symbols make a difference 

typical grounding symbols

Digital ground, Isolated ground
a) Isolation from background EME
b) Low signal levels, high sensitivity

Chassis ground
Typically arranged as single point ground systems
a) Aircraft
b) Space craft
c) Vehicles
d) Ships

Earth ground
Quality of earth ground is highly dependent on construction 
a) Building electrical safety grounds are not good EMI grounds.
b) Long runs of small diameter conductor exacerbates EMI resolution

Ground loops occur, when different circuits are not at the same reference potential. This creates a voltage 
divider, which then circulates some portion of the current ‘above’ ‘ground’.

MIL STD 464D, section 5.11.3
MIL STD 1310H
MIL  STD 461
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