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STRATEGIC CONTEXT
• DoD relies upon the DIB to develop and produce innovative and highly 

advanced technologies, so its warfighters have every available battlefield 
advantage.

• The DIB is relentlessly targeted by nation-state actors seeking to steal 
intellectual property and US military capabilities, undermining USG R&D 
investments and our economic and military advantage. 

• Unauthorized access to DIB systems and networks by foreign adversaries may 
also inform future targeting of critical infrastructure, strategic misinformation 
campaigns, and other follow-on cyber operations.  
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WHY DOD NEEDS A STRATEGY FOR THE DIB

• Today, DoD delineates the roles and responsibilities for DIB cybersecurity 
across several components.

• To encourage cybersecurity best practices in the DIB, DoD employs a multi-
pronged approach that includes establishing public-private collaboration; 
contributing to, amplifying, and adopting NIST standards, frameworks, and 
guidance; and working with industry on cybersecurity.

• This Strategy seeks to guide DoD’s activities to improve the combination of 
regulations, policies, requirements, programs, services, pilots, and public-
private efforts to achieve a more cyber-secure and resilient DIB.
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STRATEGIC NESTING

Distro Statement A: Approved for Release. Distribution is unlimited.



VISION A secure, resilient, and technologically superior Defense Industrial Base

MISSION Ensure the generation, reliability, and preservation of US warfighting capabilities by 
protecting sensitive information, operational capabilities, and product integrity

GOAL 1 GOAL 4GOAL 3GOAL 2

Strengthen the DoD 
governance 

structure for DIB 
cybersecurity

Enhance the 
cybersecurity 

posture of the DIB

Preserve the 
resiliency of critical 
DIB capabilities in a 

cyber-contested 
environment

Improve 
cybersecurity 

collaboration with 
the DIB

Distro Statement A: Approved for Release. Distribution is unlimited.



VISION A secure, resilient, and technologically superior Defense Industrial Base

MISSION Ensure the generation, reliability, and preservation of US warfighting capabilities by 
protecting sensitive information, operational capabilities, and product integrity

STRENGTHEN THE DOD GOVERNANCE STRUCTURE FOR DIB 
CYBERSECURITY

OBJECTIVES
1.1: Strengthen interagency collaboration for cross-cutting cybersecurity issues
1.2: Advance the development of regulations governing cybersecurity 

responsibilities of DIB contractors and subcontractors

GOAL 1

Distro Statement A: Approved for Release. Distribution is unlimited.



VISION A secure, resilient, and technologically superior Defense Industrial Base

MISSION Ensure the generation, reliability, and preservation of US warfighting capabilities by 
protecting sensitive information, operational capabilities, and product integrity

ENHANCE THE CYBERSECURITY POSTURE OF THE DIB

OBJECTIVES
2.1: Evaluate DIB compliance with DoD’s cybersecurity requirements
2.2: Improve the sharing of threat, vulnerability, and cyber-related intelligence 

with the DIB
2.3: Identify vulnerabilities in DIB IT cybersecurity ecosystems
2.4: Recover from malicious cyber activity
2.5: Evaluate the effectiveness of cybersecurity regulations, policies, and 

requirements

GOAL 2
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VISION A secure, resilient, and technologically superior Defense Industrial Base

MISSION Ensure the generation, reliability, and preservation of US warfighting capabilities by 
protecting sensitive information, operational capabilities, and product integrity

PRESERVE THE RESILIENCY OF CRITICAL DIB CAPABILITIES 
IN A CYBER-CONTESTED ENVIRONMENT

OBJECTIVES 
3.1: Prioritize the cyber resiliency of critical DIB production capabilities 
3.2: Establish in policy the priority focus on cybersecurity for critical suppliers    

and facilities

GOAL 3
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VISION A secure, resilient, and technologically superior Defense Industrial Base

MISSION Ensure the generation, reliability, and preservation of US warfighting capabilities by 
protecting sensitive information, operational capabilities, and product integrity

IMPROVE CYBERSECURITY COLLABORATION WITH THE DIB

OBJECTIVES
4.1: Leverage collaboration with commercial internet, cloud, and cybersecurity 

service providers to enhance DIB cyber threat awareness
4.2: Work with the DIB SCC to improve communication and collaboration with the 

DIB
4.3: Improve bidirectional communication with the DIB and expand public-

private cybersecurity collaboration 

GOAL 4
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WHAT’S NEXT?

• Implementing  the DIB CS Strategy

• Chartering the DIB Cybersecurity Executive 
Steering Group (ESG)

• Engaging, listening, and collaborating
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DoD CIO’s Cybersecurity-as-a-Service (CSaaS)
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DIRECT TECHNICAL ASSISTANCE/CSAAS

• DCISE3 – DC3: Compares company firewall logs to DIB, USG, 
and commercial threat feeds

• Cyber Resilience Analysis (CRA) – DC3: Interview-based 
analysis of organization’s current CS resilience posture in 
contrast of NIST SP 800-171 implementation

• Protective Domain Name System (PDNS) – NSA: Adds a threat 
intel check against DNS queries to avoid malicious activity. 
PDNS easily integrates with existing security architecture
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QUESTIONS?
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CONTACT US
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