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History of Cybersecurity Maturity 

Model Certification
and What It is Intended to Do



How We Got Here

• Need to identify 
and protect data  

• DepSecDef Gordon 
England Calls 
Prime Contractors 
for Meeting About 
Hacked Designs



CMMC Program Overview and History

The CMMC Program helps ensure that DoD contractors and subcontractors 
comply with DoD requirements to safeguard FCI and CUI.

2010 EO 13556
establishes CUI 

Program

2015 DoD
implements 

DFARS 
252.204-7008

(offeror ‘represents’
compliance w/ NIST 

SP 800-171
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2016 DFARS
252.204-7012

revised to require 
compliance w/ NIST 

SP 800-171 NLT
Dec 2017

2019 DoD IG reports 
lack of DIB 
compliance

2020 NDAA Sec
1648 directs DoD to 
create assessment 

framework

2025 DoD
implements CMMC 
Program to assess 

compliance

https://www.federalregister.gov/documents/2010/11/09/2010-28360/controlled-unclassified-information
https://www.acquisition.gov/dfars/252.204-7008-compliance-safeguarding-covered-defense-information-controls.
https://www.acquisition.gov/dfars/252.204-7008-compliance-safeguarding-covered-defense-information-controls.
https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.


CUI Three Step Plan

• National Archives and Records Administration (NARA)
– Executive agent of the CUI Program - Executive Order 13556

– Published 32 CFR Part 2002 (final rule) in 2016 to implement CUI requirements for federal 
agencies. 

• NIST SP 800-171, Protecting Controlled Unclassified Information in 
Nonfederal Information Systems and Organizations
– First published in 2015; Revision 3 published May 2024. 

• Proposed FAR CUI Rule/CMMC focus on Revision 2 

• Contractual Requirements through FAR and DFARS
– Defense Contractors required to implement NIST SP 800-171 since 2017 (DFARS 

252.204-7012)

– Proposed FAR CUI Rule (2017-016) applies NIST SP 800-171 Rev 2 to all federal contractors 
management of CUI. 

• Limited number of contractors may be required to meet NIST SP 800-172.



*Note on Implementation of NIST SP 800-171, Rev 3*
• The final CMMC Rule, 32 CFR Part 170, and the final 48 CFR 

CMMC contract clause rule require compliance with NIST SP 
800-171, Revision 2

• The DoD issued class deviation memo for DFARS 252.204-7012 
specifying default to use of Revision 2 (May 2024)

• In May of 2024, NIST published Revision 3 to NIST SP 800-171
– On April 15, 2025, DoD released memo “Department of Defense 

Organization-Defined Parameters for National Institute of Standards and 
Technology Special Publication 800-171 Revision 3”, which provides DoD 
defined ODP’s.

– “FAR Council anticipates that future rulemaking will be initiated to update 
NIST SP 800-171 and NIST SP 800-171A to the current version.”



CMMC

What:
A consistent pre-award assessment methodology to determine 
whether a prospective contractor has implemented cybersecurity 
protections necessary to adequately safeguard DoD information.
Why:
To increase the cybersecurity posture of the DIB and better 
protect sensitive unclassified information.
How:
All defense contractors and subcontractors will show compliance 
with applicable security requirements through self-assessment or 
independent assessment, prior to contract award 
(excluding exclusively Commercial-Off-The-Shelf procurements).
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Two main CMMC Rulemakings

Source: Department of Defense CMMC Program| October 2024, 
https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-certification-cmmc-programDRAFT-DIB SCC Cyber Training Working Group

DoD Policy Final
32 Code of Federal Regulations (CFR) 170 

Authorizes the DoD to implement the CMMC 
program, framework and components 
• The proposed rule was published in Dec 

2023 & public comments provided
• DoD published the final rule in Oct 2024 

with an effective date of Dec 2024 DoD Requirements Now in Effect
DFARS 252.204-7021

Establishes the requirements for 
incorporating CMMC into DoD contracts
• DFARS Case 2019-D041 (proposed 

rule) published Aug 2024 with comments 
due Oct 2024

• Final rule became effective Nov 10, 2025, 
with a three year phase in-period

How - DoD Policy, Process,
& Procedures for CMMC Program

What – Contracts/Subcontracts
CMMC Requirements w/CUI

A

https://www.ecfr.gov/current/title-32/subtitle-A/chapter-I/subchapter-G/part-170
https://www.acquisition.gov/dfars/252.204-7021-contractor-compliance-cybersecurity-maturity-model-certification-level-requirements.


48 CFR – What it Implements

• Updates DFARS 252.204-7021 
– Contractors required to have current CMMC certification for level 

required and maintain systems at that level for duration of contract 

• Does NOT update DFARS 252.204-7012
– NIST SP 800-171 and Cyber Incident Reporting

• States CUI marking outside of the scope of the Rule

• Implications of the DoD UID, SPRS, eMASS

https://www.acquisition.gov/dfars/252.204-7021-contractor-compliance-cybersecurity-maturity-model-certification-level-requirements.
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.204-7012
https://dodprocurementtoolbox.com/site-pages/unique-id
https://www.sprs.csd.disa.mil/nistsp.htm
https://www.dcsa.mil/Systems-Applications/Enterprise-Mission-Assurance-Support-Service-eMASS/


Defense Federal Acquisition Regulations 
Supplement (DFARS)

• DFARS 252.204-7012 - Safeguarding Covered Defense Information (CDI) and Cyber Incident Reporting
• DFARS 252.204-7019 - Notification of NIST SP 800-171 DoD Assessment Requirements
• DFARS 252.204-7021 – Contractor Compliance with the Cybersecurity Maturity Model Certification Level 

Requirements
• DFARS 252.204-7025 – Denotes CMMC Level 1, 2, or 3 requirement and whether contractor may self-attest 

or require a C3PAO assessment.
• DFARS 252.204-7997 (Deviation replaces *7020). Contractors must ensure their facilities, systems, and 

personnel are available for Government assessors to conduct a Medium or High NIST SP 800-171 DoD 
Assessment.
o Contractor’s may submit, via encrypted email, summary level scores of Basic Assessments for posting to SPRS.
o DoD will post Medium and/or High Assessment summary level scores to SPRS for each system security plan assessed.
o Contractors are offered the opportunity to rebut and adjudicate the assessment summary level scores prior to having them 

posted in SPRS.
o Contractors are not allowed to award a subcontract supporting a prime contract subject to the implementation of NIST SP 

800-171 security requirements UNLESS the subcontractor has completed, within the last three years, at least a Basic NIST 
SP 800-171 DoD Assessment for all covered contractor information systems relevant to its offer that are not part of an 
information technology service or system operated on behalf of the Government.

o Contractors must flow down DFARS 252.240.7997 in ALL subcontracts.

https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
https://www.acquisition.gov/dfars/252.204-7019-notice-nistsp-800-171-dod-assessment-requirements.
https://www.acquisition.gov/dfars/252.204-7021-contractor-compliance-cybersecurity-maturity-model-certification-level-requirements.
https://www.acquisition.gov/dfars/252.204-7025-notice-cybersecurity-maturity-model-certification-level-requirements.
https://www.acq.osd.mil/dpap/dars/classdev/DFARS_RFO/Part-240/2026-O0025_TAB_A_Deviation_Memo_DFARS_240.pdf


Office of the Chief Information Office at DoD

• Central to the creation, maturation and implementation of 
CMMC

• Program Management Office

• CMMC Website with Extensive Details, Background, and 
Resources

https://dodcio.defense.gov/CMMC/
https://dodcio.defense.gov/CMMC/

