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The Three Levels of CMMC



Final 48 CFR Rule Triggers Phased Implementation

• Begins at 48 CFR 
Rule Effective 

Date – November 
10, 2025

• Where applicable, 
solicitations 

will require 
Level 1 or 2 
Self-Assessment

• Begins 12 months 
after Phase 1 

start – November 
10, 2026

• Where applicable, 
solicitations 

will require 
Level 2 
Certification

• Begins 24 months 
after Phase 1 

start – November 
10, 2027

• Where applicable 
solicitations 

will require 
Level 3 
Certification

Phase 1 – Initial Implementation

Phase 2

Phase 3

Phase 4 – Full Implementation

• Begins 36 months 
after Phase 1 

start – November 
10, 2028

• All solicitations and 
contracts will 
include 

applicable 
CMMC Level 
requirements as a 

condition of 
contract award

In some procurements, DoD may implement CMMC requirements in advance of the planned phase
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THE CMMC PHASE II PAUSE

On July 13, 2026, the Department of War announced the immediate suspension of the 
Cybersecurity Maturity Model Certification (CMMC) Phase II requirements, which was 
originally scheduled for November 10, 2026. 

CIO - About CMMC

https://dodcio.defense.gov/CMMC/About/


What Happened?

• November 10, 2026, CMMC Phase II requirements suspended.
o “Where applicable, solicitations will require Level 2 Certification”

• Amending active solicitations to remove CMMC Level 2 C3PAO or CMMC 
Level 3 DIBCAC requirements.

• Existing contracts or agreements to be modified prior to the exercise of the 
next option period or during the next scheduled administrative modification.
o Amendments and/or modifications will require flow down per updated terms, resulting in potential 

extended timelines for suppliers to receive changes.

• Department conducting a 60-day review of the CMMC program.
• Still enforcing baseline compliance with NIST SP 800-171 through Level 1 

and Level 2 self-assessments and select government-led assessment and 
enforcing CMMC Level 2 self-assessments. 



What does this mean?

• Defense contractors must still meet NIST SP 800-171 
requirements.

• As stated in the announcement, “All defense contractors and 
subcontractors remain contractually obligated to safeguard 
covered defense information in accordance with DFARS clause 
252.204-7012.”
o For CMMC Level 1 self-assessment, a MET result for all security requirements are required with 

no POA&Ms. 
o For CMMC Level 2 self-assessment, a passing score with limited POA&Ms.
o Level 1 and/or 2 Final self-assessment results are required to be reported in the DoW Supplier 

Performance Risk System (SPRS) for a prime to award a subcontract or option. 

• Misreporting still creates liability under False Claims Act.



What Did NOT Change?

A Deeper Look at the DoW's 60-day CMMC Phase II Review.  Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


Risk Shift

A Deeper Look at the DoW's 60-day CMMC Phase II Review.  Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


Commercial Pressure – The Primes are NOT Waiting

A Deeper Look at the DoW's 60-day CMMC Phase II Review.  Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


Cost Lens - The real cost is not just the audit

A Deeper Look at the DoW's 60-day CMMC Phase II Review.  Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


USE THE PAUSE AS RUNWAY, NOT 
REPRIEVE

Every plausible review outcome still depends on a defensible scope, current 
evidence, and sustained protection of information

A Deeper Look at the DoW's 60-day CMMC Phase II Review.  Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


BOTTOM LINE

What to do in during the Pause

Prioritize the evidence that makes your SPRS score and annual affirmation defensible.

• Validate scope, CUI boundaries, entity mapping, and CAGE code alignment.

• Re‑perform the NIST SP 800‑171A assessment with current evidence of operating effectiveness.

• Keep the System Security Plan current after cloud, MSP, acquisition, or facility changes.

• Track POA&M items and the 180‑day conditional closeout clock.

• Verify subcontractor status and give the Affirming Official a real decision package.
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A Deeper Look at the DoW's 60-day CMMC Phase II Review. Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review


BOTTOM LINE

Recommended posture
Continue protecting information. Continue strengthening cybersecurity. Continue 
preparing.

• If already certified: your investment remains valid and differentiating.

• If scheduled for assessment: continue unless contract and prime requirements support a different path.

• If earlier in the journey: use the pause to harden readiness and improve evidence quality.

• Make your voice heard through the public RFI and use real cost and availability data.

A Deeper Look at the DoW's 60-day CMMC Phase II Review. Source: ControlCase

https://blog.cybernines.com/a-deeper-look-at-the-dows-60-day-cmmc-phase-2review

