NDIN

Cybersecurity Maturity Model
Certification Academy

Presented by the NDIA San Diego Chapter and
the NDIA Cybersecurity Division



NDIN
Session #4

What is +G1, CFl, CUIl, How to Find It,
and Where There May be Gaps



FCl vs. CUI NDIN

Any organization in the DoD supply chain that processes, stores and/or transmits FCI or CUI.

 Information that is not marked as public or for public
release and is not designated as CUI

» Defined in FAR 52.204-21

« Minimum safeguarding requirement: 48 CFR 52.204-21

FCI

* Information that is marked or identified as requiring
C U I safeguarding in the DoD CUI Program

» Defined in 32 CFR Part 2002
« Minimum safeguarding requirement: NIST SP 800-171
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https://www.acquisition.gov/far/52.204-21
https://www.ecfr.gov/current/title-32/subtitle-B/chapter-XX/part-2002

What is Federal Contract Information (FCl)?  NDPIN

 Federal Contract information (FCI)

Defined at FAR 52.204-21

“Information not intended for public release that is provided by or generated for
the Government under a contract to develop a product or service to the
Government, but not including information provided by the Government to the
public (such as on public websites) or simple transactional information”

Contract details shared for bidding with potential offerors

Contract specifications needed to respond to a request for proposals
Other contract-related information not shared publicly

Requirements flow to subcontracts and potential subcontractors


https://www.acquisition.gov/far/52.204-21

What is Controlled Unclassified NDIN
Information (CUI)?

e Controlled Unclassified Information (CUI)

« A broad category of information that a law, regulation, or government-wide
policy requires agencies and contractors to handle using dedicated safeguards
or dissemination controls. Examples include but are not limited to:

—  Procurement and acquisition information (e.g., source selection data)
—  Proprietary business information

—  Critical infrastructure information (e.g., U.S. energy infrastructure)

— USG survey and statistical information

— Defense information (e.g., controlled technical information)

—  Export control information



Identifying CUI: Ownership & Possession NDIN

e Government should base defense CUIl determination on two
factors: Category & Ownership / Possession

e Commercially developed capabilities should generally not be
subject to CUI labeling
— Exceptions for significant technical capabilities?
— Burden of proof on the government to identify

e Capabilities developed solely for the government or modified
capabilities, modified via government contract, are subject to CUI

* Information provided to the contractor by the government or
higher tier prime/sub and designated as CUI




Defining CUI: The CUI Registry NDIN

e Among other information, the CUI Critical Infrastructure NATO
Reglstryuldentlf!es and describes 20 Defense Nuclear
general “Organizational Index —— —
Groupings” (OIGs) under which 126 o _

ategorle s of CUl are organized Financial FIEED
Note that CUIl is controlled at the Immigration Procurement and Acquisition
Oﬁgtseg::\/velea\éeal rr?er;:‘:,(;d for grouping Intelligence Proprietary Business Information
CategOrieS of CUI and are not used to International Agreements Provisional
control CUI Law Enforcement Statistical
Legal Tax
olIG Categories Natural and Cultural Resources Transportation
Critical Information Systems Vulnerabilities; Water

. All CUl is subject to minimum safeguards, but

niasttCUIeRNAssessments some are afforded specific handling and

Financial Comptroller General; Bank Secrecy; Budget dissemination instructions required by law or
: , : : licy
Intelligence Agriculture; Geodetic Product Information po " TP
E <M u N _ ! ! o ! *  Why is this distinction important?
Law Terrorist Screening; Legal Privilege . Differing handling and dissemination
Enforcement requirements

. Differing marking requirements


https://www.archives.gov/cui/registry/category-list

Defining CUI: The CUI Registry

CUI Category: General Procurement and Acquisition

Category Description:

Category Marking:

Banner Format and Marking
Notes:

Material and information relating to, or associated with, the acquisition and procurement of goods and services, including but not
limited to, cost or pricing data, contract information, indirect costs and direct labor rates.

NDIN

PROCURE

Banner Format:

CUI//Category Marking//Limited Dissemination Control

Marking Notes:

e Category Marking is optional when marking Basic CUl unless required by agency policy. Example: CUI//Limited Dissemination
Control

Category Marking preceded by "SP-" is required when marking Specified CUI. Example: CUl//SP-Category Marking//Limited
Dissemination Control

Whether CUI is Basic or Specified is determined by the applicable Safeguarding and/or Dissemination Authority for a given instance
of CUL

Separate multiple Category Markings by a single forward slash (/) and list Category Markings alphabetically. Example:
CUI//Category Marking A/Category Marking B//Limited Dissemination Control

Category Markings for Specified CUI precede Category Markings for Basic CUIl. Example: CUI//SP-Category Marking/Category
Marking//Limited Dissemination Control

Separate multiple Limited Dissemination Controls by a single forward slash (/). Example: CUl//Category Marking//Limited
Dissemination Control/Limited Dissemination Control

Reference 32 CFR2002.20[8 , CUI Marking Handbook [& , Limited Dissemination Controls and individual agency policy for
additional and specific marking guidelines.

Notes for Safeguarding, Dissemination and Sanction Authorities:

CUI Specified authorities include specific handling practices that differ from general CUl requirements. For Specified authorities, reference individual

Safeguarding/Dissemination control citations for distinct requirements

CUL.

48 CFR 3.104-4

48 CFR 52.215-1(e)

Each "Safeguarding and/or Dissemination Authority" citation links to the statute, regulation or government-wide policy authorizing the control of that information as

Each "Sanctions" authority links to the statute, regulation or government-wide policy that includes penalties for CUI misuse of CUI for the associated "Safeguardi
and/or Dissemination Authority" on the same line.

Whether CUI is Basic or Specified is determined by the applicable Safeguarding and/or Dissemination Authority for that CUIL.

USC 2105
48 CFR 3.104-8

41 USC 2105
48 CFR 3.104-8

Specified

Specified

— e.g. “CONTROLLED//SP-PROCURE”

Two standards for handling and
disseminating CUI: “CUI Basic” and
“CUI Specified”
=CUI Basic — Law, regulation, or
government-wide policy identifies
an information type and says to
protect it
»CUI Specified - Law, regulation, or
government-wide policy identifies
an information type and says to
protect it...and includes specific
handling standards for that
information



Contractor Responsibility to Mark CUI NDIN

e Government is responsible for identifying what is CUl under the
contract

Identification and marking inherently governmental function

— Lack of clear definition and marking guidelines make giving a contractor this
responsibility fraught with peril
« Contractors likely to drift toward “mark everything when unsure”

* Know what is required by your contract

* Note: Government has requested contractor assistance
— Government personnel busy

—  Without partnership, collaboration, incentives for Government to “mark
everything” increase




Defining CUI — Examples of Correct Markings NDIN

CUI Category or Limited

CUI Control Subcategory Marking Dissemination
Marking (if required) Control Marking
r~ A r— e ﬁl’_‘—|
ONTROLLED or CUL/CATEGORIES SUBCATEGORIES//DISSEN

CUI/ICENS
CONTROLLED//SP-CTI//INOFORN
CUI//SP-PROCURE
CONTROLLED//SP-AIV/ILCOMM//DL ONLY
S/ICUI//ISP-EXPT/EXPTR/FEDCON

The above markings are intended for demonstrative purposes only and do
not describe the content of this page or presentation




Supply Chain & Verification Gap: Flowdown Requirement “le

 Supply Chain Gap — Mandatory flowdown: all subcontractors

handling FCI or CUI must certify, log SPRS entries (your score),
and affirm annually®.

— Updates are required with changes to SPRS.

Verification Gap for Primes — Primes must confirm subs’

compliance, but don’t have direct SPRS access (must rely on
subcontractor proof, e.g., screenshots, or print out).

DoD does not have an automated tool for primes to review scores.



Additional Gaps NDIN

e International Gap — No reciprocity with allied cyber frameworks;
conflicts possible with GDPR and data sovereignty laws.

— International contractors/suppliers must meet same requirements.

 Contract Protest Gap — CMMC now an eligibility gate; protests
likely over “current” status, conditional certifications, or scope in
hybrid contracts.

 Professional Services Gap — Law firms, accountants,
consultants (MSPs too!) may fall under CMMC, but lack clear
guidance on compliance expectations.



DFARS Clarification: FCI Definition Added NDIN

 Federal contract information (FCI) means information, not
intended for public release, that is provided by or generated for
the Government under a contract to develop or deliver a product
or service to the Government. It does not include information
provided by the Government to the public, such as on public
websites, or simple transactional information, such as information

necessary to process payments.
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DFARS Clarification: COTS Item Exclusion NDIN

 Confirms rule does not apply to awards that are exclusively for
“‘commercially available off-the-shelf (COTS) item,” which is
defined at FAR 2.101




DFARS Clarification: POA&M

 Plan of Action and Milestones (POA&M)
— Scoping controlled under CMMC Program Rule (32 CFR 170)

Does not allow additional POA&M outside of 32 CFR 170 scoping

— 48 CFR Rule revised to clarify, by amending the definition of
“current”, that for CMMC levels 2 and 3 only, a conditional CMMC
status is permitted for a period not to exceed 180 days from the
conditional CMMC status.

— DoD also amended the solicitation provision and contract clause to
clarify that a final CMMC status is achieved upon successful
closeout of a POA&M.



FAR CUI Rule
Changes
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FAR Case 2017-016 released on January 15, 2025; On June 23, 2026,
FAR Case 2017-016 consolidated into “Revolutionary FAR Overhaul.”

“Federal contract information (FCI)” to “Covered Federal Information.”
Standard Form (SF) XXX, CUl Requirements

— No requirement to flow down SF XXX

Reporting Requirements:

— Notify Contracting Officer within 72 hours if you have knowledge of CUI
that is not marked, mismarked, or not identified on the SF XXX.

— Required to report CUI incident within 72 hours of discovery.

17
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Identify Contractor information: e.g., contractor bid or proposal
information, contractor-attributional information, or contractor
proprietary business information.

Employee Training: Removes the one-size-fits-all approach.

Validation Changes:
— Removes requirement to give government access to contractor facilities and systems.

— Removed previous validation requirements—Normal contract administration procedures for
validating compliance with requirements are sufficient.

FAR CUI Rule does not impose CMMC.

Does not apply to contracts solely for the acquisition of COTS items.

Must comply with NIST SP 800-171, Revision 3.
18
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 NDIA FAR CUI Rule Comments Filed July 23, 2026

— Exclude commercial products and services from definition of CUI.
— Align transition timeline to NIST SP 800-171, Revision 3, for the entire ecosystem.

— Considerations for a single report and when incident includes third-party contractor
proprietary information.

— Align FAR CUI Rule to terms in FedRamp20x.

— Determine applicability before flowing down clause.

www.ndia.ora/policy/requlatory-trackers/requlatory-submission-tracker
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http://www.ndia.org/policy/regulatory-trackers/regulatory-submission-tracker

