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Transition Gap: NIST SP 800-171, Rev 3
• The final CMMC Rule, 32 CFR Part 170, and the final 48 CFR 

CMMC contract clause rule require compliance with NIST SP 
800-171, Revision 2

• The DoD has issued a class deviation memo for DFARS 
252.204-7012 specifying Revision 2 (May 2024)

• In May of 2024, NIST published Revision 3 to NIST SP 800-171
– On April 15, 2025, DoD released memo “Department of Defense 

Organization-Defined Parameters for National Institute of Standards and 
Technology Special Publication 800-171 Revision 3”, which provides DoD 
defined ODP’s.

– “FAR Council anticipates that future rulemaking will be initiated to update 
NIST SP 800-171 and NIST SP 800-171A to the current version.”



Flowdown Requirement
• Supply Chain Gap – Mandatory flowdown: all subcontractors 

handling FCI or CUI must certify, log SPRS entries, and affirm 
annually.

– 252.239-7018 Supply Chain Risk. | Acquisition.GOV

– FAR 52.240-93 - Part52

• Verification Gap for Primes – Primes must confirm subs’ 
compliance, but don’t have direct SPRS access (must rely on 
subcontractor proof, e.g., screenshots, or print out).

– DoD does not have an automated tool for primes to review scores.

https://www.acquisition.gov/dfars/252.239-7018-supply-chain-risk.
https://part52.dev/clause/52-240-93/index.html


Additional Gaps:
• International Gap – No reciprocity with allied cyber frameworks; 

conflicts possible with GDPR and data sovereignty laws.

– International contractors/suppliers must meet same requirements. 

• Contract Protest Gap – CMMC now an eligibility gate; protests 
likely over “current” status, conditional certifications, or scope in 
hybrid contracts.

• Professional Services Gap – Law firms, accountants, 
consultants may fall under CMMC, but lack clear guidance on 
compliance expectations.



Clarification: COTS Item Exclusion
• Confirms rule does not apply to awards that are exclusively for 

“commercially available off-the-shelf (COTS) item,” which is 
defined at FAR 2.101



False Claims Act Investigations 
and Qui Tam actions
• The Department of Justice is actively accelerating their 

investigation and prosecution of False Claims Act violations

• Penn State, GA Tech, Rocketdyne

• Disgruntled Employees, Losing Subs and Competitors are just a 
few of the ways a Qui Tam action can be brought

• Failure to assess and report can lead to government claims 
against the vendor and/or breach of contract proceedings

• Non-compliance can also lead to suspension or debarment 
charges



QUESTIONS?


