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What Needs to Be Secure?

« Consider the people, technology, facilities, and
external service providers within your
environment that process, store, or transmit
FCI/CUIL:
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People — Ex. employees, contractors,
vendors, and external service providers.

Technology — EX. servers, client computers,
mobile devices, firewalls, switches, routers,
VoIP devices, applications, virtual machines,
and database systems.

Facilities — Ex. physical office locations,
satellite offices, server rooms, datacenters,
manufacturing plants, and secured rooms.

External Service Provider (ESP) — Means
external people, technology, or facilities that
an OSA utilizes for provision and
management of comprehensive IT and/or
cybersecurity services on behalf of the OSA.




Follow the data NDIN

* What does FCI/CUI move through?
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Scoping Basics: In-Scope Assets

 In-Scope assets that store, process,
or transmit FCIl and/or CUI

— Process — FCI/CUl is used by an asset

(e.g., accessed, entered, edited, generated,
manipulated, or printed).

— Store — FCI/CUI is inactive or at rest on
an asset

(e.g., located on electronic media, in system
component memory, or in physical format such as
paper documents).

— Transmit — FCI/CUI is being transferred
from one asset to another asset

(e.g., data in transit using physical or digital
transport methods).

e Expected to be protected by all 15
requirements for FCI (Level 1)

Laptops
File Servers

Switches
Printers
Paper docs

Level 2 Requirements for In-Scope Assets:

* Document in Asset Inventory

* Document in System Security Plan (SSP)

* Document in Network Diagram
e Apply CMMC L2 Practices
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Scoping Basics: Specialized Assets NDIN

Specialized Assets (SA) - can process,
store, or transmit FCI/CUI but are unable to
be fully secured.

Meets one of 5 specialized asset
definitions

Government Property

Internet of Things / Industrial Internet of Things
Operational Technology

Restricted Information Systems

Test Equipment

e wWwNE

Security risks expected to be addressed
as much as possible, but SA not directly
assessed.

GFE for a contract
Prototypes
Simulators

Dev systems
Machinery
Cameras

Level 2 Requirements for In-Scope Assets:
* Document in Asset Inventory

* Document in System Security Plan (SSP)
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* Document in Network Diagram




Scoping Basics: Out-of-Scope Assets NDIN

Laptops that aren’t
used to handle

 Qut-of-Scope assets that cannot
store, process, or transmit

FCI/CUL. FCI/CUI
e Must be Physically or Logically Servers that don’t
provide security or
separated

hold FCI/CUI

Social Media
accounts

 Assets that fall into any In-Scope
category cannot be Out-of-Scope

Note: Prepare to justify the inability of an
Out-of-Scope Asset to store, process, or
transmit CUL.
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Scoping Basics: Out-of-Scope Assets NDIN

Laptops that aren’t
used to handle

Level 2 — FCI/CUI

Servers that don’t

provide security or

Not logically or hold FCI/CUI
physically separated? Social Media

accounts

transmit CUL.
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| Note: Prepare to justify the inability of an
I N S CO P E . 7 Out-of-Scope Asset to store, process, or




CMMC Level 1 and Level 2 Self-Assessment NDIN

Level 1 Level 2
« Security Controls: 15 « Security Controls: 110
— FAR 52.204-21 — NIST SP 800-171 Rev. 2
* Protects: Federal Contract * Protects: Controlled
Information (FCI) Unclassified Information (CUI)
 Requires: annual * Requires: self-assessment
self-assessment & annual every 3 years & annual

affirmation. affirmation.
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https://csrc.nist.gov/pubs/sp/800/171/r2/upd1/final

Overview Self-Assessment Process NDIN

: ERVIE
e Scoping OvERviEW
— First identify all in-scope assets.

-
-

e Assessment and Compliance

— Assess information system(s) that will handle FCI or CUI.

Requirements may apply to entire infrastructure or to a particular enclave(s), depending upon
where the FCI/CUI will be processed, stored, or transmitted.

— Have written System Security Plan (SSP) in place and up to date.

— Can perform self-assessment internally or engage a 3“4 Party.

Use of 3" Party still considered self-assessment — does not result in a certification.

— Submit results into the Supplier Performance Risk System (SPRS) and
a self-assessment report.
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What is a System Security Plan (SSP)?
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An SSP is crucial for CMMC compliance & not optional
for Level 2. It can also be useful for Level 1.

An SSP essentially describes the cybersecurity
program that a defense contractor has in place to
protect CUI.

The SSP needs to go through each security control and
include how the control is implemented, monitored and
enforced.

Out in the field, we find that nearly all the SSPs that
we’ve come across are inadequate to meet
requirements.

NDIN



Conducting a Level 1 Assessment NDIN

e Criteria

— Assessment objectives are provided for each Level 1 requirement and
are based on existing criteria in NIST SP 800-171A modified for FCI
rather than CUI. The criteria are authoritative and provide the basis for
the self-assessment of a requirement.

e Methodology

— Need evidence to demonstrate that you fulfilled the objectives of the
Level 1 requirements.

— Different self-assessment objectives can be met in different ways using
different methods, e.g. examine method, interview method, test method.
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Conducting a Level 1 Assessment NDIN

« Assessment Findings — One of three possible:

— MET: All applicable objectives for the security requirement are satisfied based on
final form evidence.

— NOT MET: One or more objectives of the security requirement is not satisfied.

— NOT APPLICABLE (N/A): A security requirement and/or objective do not apply at
the time of the assessment.

 |Important items to note:
— Each assessment objective must be MET or N/A to be scored as MET.

— One NOT MET results in failure of entire security requirement and in this case Level
1 self-assessment.

— Assecurity requirement is considered MET if adequate evidence is provided that the
enterprise or ESP implements the requirement objectives.

— Archive the evidence!
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Example: IA.L1-B.1.VI - AUTHENTICATION [FCI DATA] NDIN

Authenticate (or verify) the identities of those users, processes, or devices, as
a prerequisite to allowing access to organizational information systems.

ASSESSMENT OBJECTIVES [NIST SP 800-171A]

Determine if:
[a] the identity of each user is authenticated or verified as a prerequisite to
system access;

[b] the identity of each process acting on behalf of a user is authenticated
or verified as a prerequisite to system access; and

[c] the identity of each device accessing or connecting to the system is
authenticated or verified as a prerequisite to system access.
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Ex: IA.L1-B.1.VI - AUTHENTICATION [FCI DATA], contd. “le

POTENTIAL ASSESSMENT METHODS AND OBJECTS [NIST SP 800-171A]
Examine

[SELECT FROM: Identification and authentication policy; system security plan;
procedures addressing authenticator management; procedures addressing user
identification and authentication; system design documentation; list of system
authenticator types; system conflguratlon settings and associated documentation;
change control records associated with managing system authenticators; system audit
logs and records; other relevant documents or records].

Interview

[SELECT FROM: Personnel with authenticator management responsibilities; personnel
with information security responsibilities; system or network administrators].

Test

[SELECT FROM: Mechanisms supporting or implementing authenticator management
capability].
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Differences in Level 1 vs. Level 2 Self-Assessment “D'k

e Level 2 process very similar to Level 1, but:

— Level 2 more controls (110 vs. 15) and more assessment objectives (320
vs. 59)

— Level 1 must meet all 15 controls to be compliant.

— Level 2 self-assessment score of 88 out of 110 is the minimum passing
score, but the organization has unmet controls that must be addressed
via a Plan of Action and Milestones (POA&M) within 180 days to achieve
Conditional Level 2 Certification.

— AFinal Level 2 status indicates a perfect score of 110, with all
requirements "MET."



Level 2 SPRS Score Range NDIN

-203 points to +110 points

* A higher score indicates better compliance with the 110 security
controls outlined in NIST SP 800-171, while a lower score may
indicate risk to the DoD supply chain.

 SPRS score is subtractive — begins at a perfect score of 110

points, then subtracts the Control Weight (5 points, 3 points, or 1
point) of each control not met.
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Plan of Action and Milestones (POA&M) NDIN

 Plan of Action and Milestones (POA&M) means a document
that identifies tasks needing to be accomplished. It details
resources required to accomplish the elements of the plan, any
milestones in meeting the tasks, and scheduled completion dates
for the milestones, as defined in NIST SP 800-115.

- 2/3 /215 Objectives are “No Fail”
- POAMs must be cleared within 180 days

- Once POAMSs cleared, a company must remain 110/110 /
320/320
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