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Reporting Your Compliance



Importance of Supplier Performance
Risk System (SPRS)
• Contracting officer required to check SPRS and NOT award a 

contract, task order, or delivery order to offeror who does 
not have current CMMC status in SPRS.

• Multiple SPRS entries:
1. NIST SP 800-171
2. CMMC Level 1
3. CMMC Level 2

• CMMC L2 Self Assessment requires you meet the min score 
of 88 and not miss any auto-fail controls or you cannot 
commit the self assessment.

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf


What is Supplier Performance
Risk System (SPRS)?
• Supplier Performance Risk System (SPRS) “...is the authoritative source to retrieve supplier and 

product PI [performance information] assessments for the DoD [Department of Defense] acquisition 
community to use in identifying, assessing, and monitoring unclassified performance.” (DoDI 5000.79)

• SPRS is the location for vendors to certify CMMC Level 1 and Level 2 compliance and for the defense 
acquisition community to review.
– Submit score after each assessment and annually thereafter, but assessment will lapse if you fail to annually affirm
– CMMC Level 2 assessment valid for 3 years from the Conditional CMMC Status Date 
– You must have a valid CMMC Level 2 assessment for each Level 3 assessment

• SPRS supports DoD Acquisition Professionals with meeting acquisition regulatory and policy 
requirements by providing:
– Price, Item and Supplier procurement risk data and assessments (DFARS 204.76)
– On-time delivery scores and quality classifications
– Market Research tool
– Company exclusion status (debarments, suspensions, etc.)
– NIST SP 800-171 Assessment results (DFARS 252.204)
– National Security System (NSS) Restricted List
– Supply chain illumination

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf


SPRS Score Range
-203 points to +110 points

• A higher score indicates better compliance with the 110 security 
controls outlined in NIST SP 800-171, while a lower score may 
indicate risk to the DoD supply chain.

• SPRS score is subtractive – begins at a perfect score of 110 
points, then subtracts the Control Weight (5 points, 3 points, or 1 
point) for each control not met. 

• Score of 110 is required to be compliant with CMMC!



How do I calculate my SPRS Score?
• Develop a System Security Plan (SSP): Details the policies and 

procedures your organization has in place to comply with NIST 
SP 800-171. 

• Conduct a self-assessment: Assess your organization 
according to the DoD’s NIST SP 800-171 Assessment 
Methodology (NIST SP 800-171A v1)

• Submit your self-assessment score: Submit by the time of 
contract award. 

• Create your POA&Ms: If your organization’s SPRS score falls 
below 110, create a Plan of Action & Milestones (POA&M) for 
security controls not met, and indicate by what date those 
security gaps will be remediated and a score of 110 will be 
achieved.

https://csrc.nist.gov/pubs/sp/800/171/a/final


Assessment Findings
• Assessment Findings – One of three possible:

– MET: All applicable objectives for the security requirement are satisfied based 
on final form evidence.

– NOT MET: One or more objectives of the security requirement is not satisfied.
– NOT APPLICABLE (N/A): A security requirement and/or objective do not 

apply at the time of the assessment.
• Important items to note:

– Each assessment objective must be MET or N/A to be scored as MET. 
– For Level 1, One NOT MET results in failure of entire Level 1 

self-assessment.
– A security requirement is considered MET if adequate evidence is provided 

that the enterprise or ESP implements the requirement objectives.
– Carefully Document and Archive the evidence of your compliance 

assessment!



SPRS Vendor Cyber Reports Access
• Access Control: SPRS is accessed through the Procurement Integrated 

Enterprise Environment (PIEE). PIEE provides single sign-on capability for a 
variety of acquisition-related applications. Once a user role is submitted, the 
request is reviewed and approved by the Contractor Account Administrator 
(CAM) associated with the Commercial and Government Entity (CAGE).

• A “SPRS Cyber Vendor User” role is required to view, enter, edit, or delete 
cyber information (NIST SP 800-171 and CMMC). This role provides 
privileged access for all CAGE(s) within the company hierarchy.

• A “Contractor/Vendor (Support Role)” role is required for view-only of 
company cyber information and monitoring of company data and scoring. 
Access is restricted to the company and its subsidiaries.



SPRS Cyber Vendor User
Ensuring the CAGE Hierarchy is accurate 
Managing Cyber Reports Assessment data 
Providing customer feedback

SPRS Contractor/Vendor (Support Role)
View company reports (including Cyber Reports) View 
CAGE Hierarchy Reports
View company/vendor Performance 
Reports Execute Supplier Risk Reports
Execute Supply Code Relationship Reports File 
data discrepancy Challenges and Provide customer 
feedback

SPRS Vendor User Roles



What if I upload inaccurate SPRS Score?

• Risk of getting caught:
– Random DIBCAC Assessment
– Whistleblower action

• Risk of losing contract

• Risk of False Claims Act (FCA)
– Treble damages plus penalty 

• Penalty $14,308 (min) to $28,619 
(max)

– U.S. Department of Justice
– Whistleblower action

• Whistleblower could receive 
between 15-30% of amount 
depending on whether Gov’t 
intervenes and what Court 
deems reasonable

Message when clicking to enter L1 or L2 
assessment:

WARNING: Misrepresentation of a CMMC 
compliance status to the Government may result in 

criminal prosecution, including actions under section 
1001, Title 18 of the United States Code, civil liability 

under the False Claims Act. 



Case In Point: MORSECORP, Inc. (2025)

• In March MORSECORP agreed to pay $4.6M to resolve FCA 
allegations

– Whistleblower (qui tam relator) received $851,000.
• Self-posted SPRS score: 104 (Jan 2021)/ Independent check: –142 

(July 2022)
• DOJ Found:

– No consolidated written System Security Plan for covered systems Jan 
2018–Jan 21, 2021 (missing system boundaries, environment, control 
implementation, interconnections)

– Used a third-party SaaS email host Jan 2018–Sep 2022 without FedRAMP 
Moderate-equivalent protections and without ensuring DFARS 
252.204-7012(c)–(g) obligations

– Did not update SPRS until Jun 15, 2023; three months after a Mar 9, 2023 
subpoena 

• Later posted 57 (Jun 2023), 82 (Oct 2023), and 110 (May 2024). 
– Alleged claims to Army & Air Force (Jan 1, 2018–Feb 28, 2023) were false or 

fraudulent due to this conduct, violating DFARS 252.204-7008, -7012, -7019, 
-7020



Hierarchy



Which CAGES are missing assessments?



SPRS for NIST SP 800-171



SPRS for CMMC – Self Assessment vs. 
Affirmation



SPRS for CMMC – Self Assessment vs. 
Affirmation



SPRS for CMMC – Affirmation Level 1



SPRS for CMMC – Level 2



SPRS for CMMC Level 2 – entering assessment

Each requirement has separate objectives. All 
objectives must be met to pass a requirement. 



SPRS for CMMC Level 2 – applicable CAGES



SPRS for CMMC Level 2 – Summary score



SPRS for CMMC Level 2 - Affirmation

22 Vince



Affirmation of Continuous Compliance
• Requires the contractor to complete and maintain on an annual 

basis, or when security changes occur, the affirmation of 
continuous compliance with the security requirements identified 
at 32 CFR part 170.

• Affirmation of continuous compliance made by a senior company 
official 

• Potential liability under False Claims Act


