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NDIA Actions with CMMC Pause
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• Updated Cybersecurity Policy 
Page

• NDIA CMMC RFI Response

• Due August 14th at Noon

• NDIA CMMC Survey in 
Coordination with CIO, A&S, and 
DLA

2 Seeds

https://www.ndia.org/policy/policy-issues/cybersecurity-and-cmmc
https://www.ndia.org/policy/policy-issues/cybersecurity-and-cmmc
https://sam.gov/workspace/contract/opp/89ef9bfb0834473791e991c712698d94/view


FAR CUI Rule
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Overview of FAR CUI Rule Highlights

• FAR Case 2017-016 released on January 15, 2025; On June 23, 
2026, FAR Case 2017-016 consolidated into “Revolutionary FAR 
Overhaul.”

• “Federal contract information (FCI)” to “Covered Federal 
Information.”

• Standard Form (SF) XXX, CUI Requirements

o No requirement to flow down SF XXX

• Reporting Requirements:

o Notify Contracting Officer within 72 hours if you have knowledge of CUI 
that is not marked, mismarked, or not identified on the SF XXX.

o Required to report CUI incident within 72 hours of discovery.
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Overview of FAR CUI Rule Highlights

• Identify Contractor information: e.g.,contractor bid or proposal 
information, contractor-attributional information, or contractor 
proprietary business information.

• Employee Training: Removes the one-size-fits-all approach.
• Validation Changes:

o Removes requirement to give government access to contractor facilities and 
systems. 

o Removes previous validation requirements—Normal contract administration 
procedures for validating compliance with requirements are sufficient.

• FAR CUI Rule does not impose CMMC. 
• Does not apply to contracts solely for the acquisition of COTS 

items.
• Must comply with NIST SP 800-171, Revision 3.Speaker 5



NDIA Comments on FAR CUI Rule

• NDIA FAR CUI Rule Comments Filed July 23, 2026
o Exclude commercial products and services from definition of CUI.

o Align transition timeline to NIST SP 800-171, Revision 3, for the entire 
ecosystem. 

o Considerations for a single cyber incident report and when incident 
includes third-party contractor proprietary information. 

o Align FAR CUI Rule to terms in FedRamp20x. 

o Determine applicability before flowing down clause. 

www.ndia.org/policy/regulatory-trackers/regulatory-submission-tracker 

Seeds 6

http://www.ndia.org/policy/regulatory-trackers/regulatory-submission-tracker


NIST SP 800-171
Rev 2 to Rev 3
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Overview: Special Publication (SP) 
800-171 
Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations 

Purpose: Provide federal agencies a set of 

recommended security requirements for 

protecting the confidentiality 

of Controlled Unclassified Information (CUI) 

in nonfederal systems and organizations. 

Published: Rev. 3 – May 2024 

Rev. 2 – Feb 2020; Rev. 1 – Dec 2016 

[Updated June 2018]; originally published 
June 

2015 
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Change Overview: SP 800-171 Rev 3 
Updated Tailoring Criteria 
∙ Added new tailoring categories, NA and 

ORC 

∙ Eliminated NFO tailoring category 
∙ Recategorized selected controls from SP 

800-53B moderate baseline 

Improved Readability 
∙ Streamlined “ Introduction” 

and “The Fundamentals” 

sections 

Updated Security Requirements 
∙ Added, deleted, or changed security 

requirements to reflect controls & families in 

SP 800-53 Rev 5 and moderate 

baseline in 800-53B 
∙ Eliminated distinction between 

basic & derived requirements 

∙ Increased specificity & grouped requirements 

∙ Introduced organization-defined parameters 

(ODPs) 

∙ Removed outdated & redundant requirements 

∙ Further tailored discussions to focus on CUI 

Added Supplemental Resources 
∙ CUI Overlay using tailored controls in SP 

800-53 Rev 5 

∙ Created transition mapping tables & 

analysis of changes between 

SP 800-171 Revision 2 and Revision 3 

∙ Developed Updated FAQ 

∙ Concurrently issued updated security 
requirements through Cybersecurity and 

Privacy Reference Tool 

Significant 

Changes 

SP 800-171 Rev 2 withdrawn: May 14, 2024 
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Type of Change Change Description Number 
No significant change Editorial changes to requirement; no change in outcome. 18

Significant Change

Additional detail in requirement, including more comprehensive 
detail on and foundational tasks for achieving the outcome of the 
requirement. 46

Minor Change
Editorial changes. Limited changes in level of detail and outcome 
of requirement. 15

New Requirement Newly added requirement in FPD SP 800-171 Rev 3. 19

Withdrawn Requirement Requirement withdrawn. 33

New Organization-defined 
Parameter (ODP) Note: New ODPs can apply to all change types 82

 
Total Number of Security Requirements “CHANGED” in 

 SP 800-171 Rev 3 180

Continued Review/Discussion of DoD CIO ODP Values for NIST 800-171 Rev 3

DoD 7012 Class Deviation remains in place for Revision 2

Source: CMMC PMO
Full compliance with NIST SP 800-171 
Revision 3 does not automatically 
guarantee compliance with all 
aspects of NIST SP 800-171 Revision 2

https://dodcio.defense.gov/Portals/0/Documents/CMMC/OrgDefinedParmsNISTSP800-171.pdf

NIST Summary/Metrics for Changes between NIST 800-171 Rev 2 & 3 

DoD CIO ODP Value Source Memorandum -

https://dodcio.defense.gov/Portals/0/Documents/CMMC/OrgDefinedParmsNISTSP800-171.pdf


 

 

Updated Security Requirements 
✔ Updated security requirement structure; added leading 0s to requirements 

✔ Organization-defined parameters (ODP) included in some requirements 

∙ ODPs include assignment & selection operations 

∙ Updated Discussion tailored to CUI 

✔ Direct link to source NIST SP 800-53 controls 

03.13.11 Cryptographic Protection 

Implement the following types of cryptography to protect the confidentiality of 

CUI: [Assignment: organization-defined types of cryptography]. 

DISCUSSION 

Cryptography is implemented in accordance with applicable laws, Executive 

Orders, directives, regulations, policies, standards, and guidelines. 
FIPS-validated 

cryptography is recommended for the protection of CUI. REFERENCES 

Source Control: SC-13  

Supporting Publications: FIPS 140-3 
[38] 

New requirement 

structure 

New ODP 

SP 800-53 Source 
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Updated Tailoring Criteria 
Tailoring 

Symbol 

Tailoring Criteria SP 800-53 Rev 4 Moderate 

Baseline → SP 800-171 Rev 2 

SP 800-53 Rev 5 / 800-53B Moderate 

Baseline → SP 800-171 Rev 3 

NCO 
Not directly related to protecting 

the confidentiality of CUI 
58 96 

NFO 
Expected to be implemented by 

nonfederal organizations without 

specification 

61 0 

FED 
Primarily the responsibility of the 

Federal Government 18 22 

CUI 
Directly related to protecting the 

confidentiality of CUI 125 156 

ORC 

The outcome of the control relating to the 

protection of confidentiality of CUI is 

adequately covered by other related 
controls. 

New in FPD SP 800-171 Rev 3 13 

NA Not Applicable New in IDP SP 800-171 Rev 3 50 

[SP 800-53] Moderate Baseline Security Controls 262 287 
V New tailoring categories: NA and ORC V Recategorized selected controls from SP 800-53B moderate baseline 

V Removed tailoring category: NFOs V Overall, fewer security requirements  
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Added Supplemental Resources 

✔FAQ 

✔ Transition Mapping 

Tables & Change Analysis 

✔ Prototype CUI Overlay 

✔ Link to Cybersecurity & 

Privacy Reference | 

Tool Dataset 

https://csrc.nist.gov/pubs/sp/800/171/r3/fina

l  
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Added Supplemental Resources 
Change Analysis SP 800-171 Rev 2 to Rev 

3 

✔ Filter and Sort by Column 

by “Type of Change” 
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Added Supplemental Resources 
CUI Overlay 

✔ Filter and Sort by Column 

✔ Tailoring decisions at control-

and requirement—item level 
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Questions?
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