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https://www.ndia.org/policy/policy-issues/cybersecurity-and-cmmc
https://www.ndia.org/policy/policy-issues/cybersecurity-and-cmmc
https://sam.gov/workspace/contract/opp/89ef9bfb0834473791e991c712698d94/view

FAR CUI Rule
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Overview of FAR CUI Rule Highlights

* FAR Case 2017-016 released on January 15, 2025; On June 23,
2026, FAR Case 2017-016 consolidated into “Revolutionary FAR
Overhaul.”

* “Federal contract information (FCI)” to “Covered Federal
Information.”

e Standard Form (SF) XXX, CUl Requirements
o No requirement to flow down SF XXX
 Reporting Requirements:

o Notify Contracting Officer within 72 hours if you have knowledge of CUI
that is not marked, mismarked, or not identified on the SF XXX.

o Required to report CUI incident within 72 hours of discovery.
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Overview of FAR CUI Rule Highlights

* Identify Contractor information: e.g.,contractor bid or proposal
information, contractor-attributional information, or contractor
proprietary business information.

 Employee Training: Removes the one-size-fits-all approach.

* Validation Changes:

o Removes requirement to give government access to contractor facilities and
systems.

o Removes previous validation requirements—Normal contract administration
procedures for validating compliance with requirements are sufficient.

* FAR CUI Rule does not impose CMMC.

 Does not apply to contracts solely for the acquisition of COTS
items.
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NDIA Comments on FAR CUI Rule

* NDIA FAR CUI Rule Comments Filed July 23, 2026

o Exclude commercial products and services from definition of CUI.

o Align transition timeline to NIST SP 800-171, Revision 3, for the entire
ecosystem.

o Considerations for a single cyber incident report and when incident
includes third-party contractor proprietary information.

o Align FAR CUI Rule to terms in FedRamp20x.

o Determine applicability before flowing down clause.

www.ndia.ora/policy/requlatory-trackers/requlatory-submission-tracker
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NIST SP 800-171
Rev 2 to Rev 3




Overview: Special Publication (SP)
P

rolled Unclassified Information in Nonfederal Systems and Organizations

Purpose: Provide federal agencies a set of
recommended security requirements for
protecting the confidentiality

of Controlled Unclassified Information (CUI)
in nonfederal systems and organizations.

Published: Rev. 3 — May 2024
Rev. 2 — Feb 2020; Rev. 1 — Dec 2016

[Updated June 2018]; originally published
June

2015
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NIST Special Publication 800
NIST SP 800-171r3

Protecting Controlled Unclassified
Information in Nonfederal Systems and
Organizations

03.13.11
|

Cryptographic Protection

Implement the following types of cryptography when used to protect the confidentiality of
CULI: [Assignment: organization-defined types of cryptography).

DISCUSSION

Cryptography is implemented in accordance with applicable laws, Executive Orders,
directives, policies, regulations, standards, and guidelines. FIPS-validated cryptography is
recommended for the protection of CUI.

REFERENCES
Source Control: SC-13

Supporting Publications: FIPS 140-3 [38]




Change Overview: SP 800-171 Rev 3

Improved Readability

Streamlined “ Introduction”

Updated Tailoring Criteria
+ Added new tailoring categories, NA and
ORC
+ Eliminated NFO tailoring category
+ Recategorized selected controls from SP
800-53B moderate baseline

and “The Fundamentals”

sections

Significant
Changes
Added Supplemental Resources
. * CUI Overlay using tailored controls in SP
Adde.d, deleted, or changed security - 800-53 Rev 5
requirements to reflect controls & families in — . Created transition mapping tables &
SP 800-53 Rev 5 and moderate - @ . analysis of changes between
baseline in 800-53B . : SP 800-171 Revision 2 and Revision 3
« Eliminated distinction between ‘ ‘ * Developed Updated FAQ
basic & derived requirements : v + Concurrently issued updated security
I q ficity & q . t requirements through Cybersecurity and
ncreased specificity & grouped requirements Privacy Reference Tool
* Introduced organization-defined parameters
(ODPs)
* Removed outdated & redundant requirements
* Further tailored discussions to focus on CUI SP 800-171 Rev 2 withdrawn: May 14: 2024
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Continued Review/Discussion of DoD CI0 ODP Values for NIST 800-171 Rev 3

DoD 7012 Class Deviation remains in place for Revision 2

Source: CMMC PMO
Full compliance with NIST SP 800-171
Revision 3 does not automatically

guarantee compliance with all
aspects of NIST SP 800-171 Revision 2

NIST Summary/Metrics for Changes between NIST 800-171Rev 2 & 3

Type of Change Change Description Number
No significant change Editorial changes to requirement; no change in outcome. 18
Additional detail in requirement, including more comprehensive
detail on and foundational tasks for achieving the outcome of the
Significant Change requirement. 46
Editorial changes. Limited changes in level of detail and outcome
Minor Change of requirement. 15
New Requirement Newly added requirement in FPD SP 800-171 Rev 3. 19
New Organization-defined
Parameter (ODP) INote: New ODPs can apply to all change types 82
Total Number of Security Requirements “CHANGED” in
SP 800-171 Rev 3 180

DoD CIO ODP Value Source Memorandum -

https://dodcio.defense.gov/Portals/0/Documents/CMMC/OrgDefinedParmsNISTSP800-171.pdf



https://dodcio.defense.gov/Portals/0/Documents/CMMC/OrgDefinedParmsNISTSP800-171.pdf

Updated Security Requirements

v Updated security requirement structure; added leading Os to requirements

¢/  Organization-defined parameters (ODP) included in some requirements
ODPs include assignment & selection operations

Updated Discussion tailored to CUI

v Direct link to source NIST SP 800-53 controls

03.13.11 Cryptographic Protection

Implement the following types of cryptography to protect the confidentiality of
CUI:..[Assignment: arganization-defined tvnes of cruntaogranhvl, <

DISCUSSION
New requirement Cryptography is implemented in accordance with applicable laws, Executive
structure | Orders, directives, regulations, policies, standards, and guidelines.

FIPS-validated

REFRBENGES is recommended for the pzfction of CUL.

Source Control: SC-13

Supporting Publications: FIPS 140-3
Speaker [38] Source: NIST 11



Updated Tailoring Criteria

Tailoring Tailoring Criteria SP 800-53 Rev 4 Moderate SP 800-53 Rev 5 / 800-53B Moderate
Symbol Baseline — SP 800-171 Rev 2 Baseline — SP 800-171 Rev 3
Not directly related to protecting
NCO 58 96

the confidentiality of CUI
Expected to be implemented by

NFO nonfederal organizations without 61 0
specification
Primarily the responsibility of the

AL Federal Government 18 22
Directly related to protecting the

ol confidentiality of CUI 125 156
The outcome of the control relating to the

protection of confidentiality of CUI is

ORC New in FPD SP 800-171 Rev 3 13
adequately covered by other related
controls.
NA Not Applicable New in IDP SP 800-171 Rev 3 50
[SP 800-53] Moderate Baseline Security Controls 262 287

V' New tailoring categories: NAand ORC V  Recategorized selected controls from SP 800-53B moderate baseline

V  Removed tailoring category: NFOs V  Overall, fewer security requirements
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Added SupptementatResources

B An official website of the United States government Here’s how you know v

NISI- Search CSRC Q = CSRC MENU

Information Technology Laboratory o
COMPUTER SECURITY RESOURCE CENTER NIST [z

v FAQ

v Transition Mapping
Tables & Change Analysis
NIST SP 800-171 Rev. 3

v Prospecowy Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations
v Link to Cybersecurity &
Privacy Reference | f ¥ in N1

Tool Dataset

Date Published: May 2024

Supersedes: SP 800-171 Rev. 2 (01/28/2021)

Author(s) 28/NIST.SP.800-171r3
Ron Ross (NIST), Victoria Pillitteri (NIST) & Download |J
Supplemental Material:
Abstract [f Change analysis (Rev. 2 to Rev. 3)_(xlsx)
The protection of Controlled Unclassified Information (CUI) is of paramount importance to federal CUI Overlay (xlsx)
agencies and can directly impact the ability of the Federal Government to successfully conduct its . FAQ (pdf)

essential missions and functions. This publication provides federal agencies with recommended
bllgg. g Lg;;g n -! st gov glg! !b§ £§|Q gggg g ZJ ﬁ!;i gil na security requirements for protecting the confidentiality of CUI when the information is resident in -

nonfederal systems and organizations. The requirements apply to components of nonfederal systems B NIST news article
= that process, store, or transmit CUI or that provide protection for such components. The security

& 800-171r3 Dataset on CPRT

Publication Parts:
requirements are intended for use by federal agencies in contractual vehicles or other agreements SP 800-171A Rev. 3

established between those agencies and nonfederal organizations. This publication can be used in
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Added Supplemental Resources

Change Analysis SP 800-171 Rev 2 to Rev

SP800-171 R2 SP800-171R2 SP 800-171 R2 Security Requirement SP 800171 R2 SP800-171 R3 SP800-171R3  Requirement SP 800-177° .3 Security Requirement No Significant Minor New  New Withdrawn Summary of Change(s)
SORT4D Identifier Basic or Derived SORT4D Identifier Name Signifiant Change Change ODP Requirement Requirement
Security Requirem: Change
2 B B v v =] M B B B3 N v
Access Control R2-03-01-13 3113 Employ cryptographic mechanisms to protect the Derived R3-03-01-13 03.01.13 Withdrawn Incorporated into 03.01.12.
| confidentiality of remote access sessions.
Access Control R2-03-01-14 3114 Route remote access via managed access control points.|Derived R3-03-01-14 03.01.14 Withdrawn Incorporated into 03.01.12.
V
Access Control R2-03-01-15 3.1.15 Authorize remote execution of privileged commands Derived R3-03-01-15 03.01.15 Withdrawn Incorporated into 03.01.12.
and remote access to security-relevant information.
)
Access Control R2-03-01-16 3.1.16 Authorize wireless access prior to allowing such Derived R3-03-01-16 03.01.16 Wireless Access |a.Establish usage restrictions, configuration requirements, and connection F . I d S b C I
connections. requirements for each type of wireless access to the system, V I te r a n O rt y O u l I I n tomprehensive
b.Authorize each type of wireless access to the system prior to establishing Bss access, induding
such connections. b “ f h ” and encryption
c.Disable, when not intended for use, wireless networking capabilities prior y Ty pe O C a n ge
to issuance and deployment.
d.Protect wireless access to the system using authentication and
encryption.
Access Control R2-03-01-17 3.1.17 Protect wireless access using authentication and Derived R3-03-01-17 03.01.17 Withdrawn Incorporated into 03.01.16.
} encryption.
Access Control R2-03-01-18 3.1.18 Control connection of mobile devices. Derived R3-03-01-18 03.01.18 Access Control  |a.Establish usage restrictions, configuration requirements, and connection New security requirement title
for Mobile requirements for mobile devices. Aligned with SP 800-53, Rev 5 to provide more comprehensive
Devices b.Authorize the connection of mobile devices to the system. detail on and foundational tasks to implement access control for
c.iImplement full-device or container-based encryption to protect the mobile devices
fi of CUI on mobile devices. Includes withdrawn requirement: 03.01.19
. Updated discussion to darify “container-based encryption”
Access Control R2-03-01-19 3.1.19 Encrypt CUI on mobile devices and mobile computing  |Derived R3-03-01-19 03.01.19 Withdrawn Incorporated into 03.01.18.
) platforms.
Access Control R2-03-01-20 3.1.20 Verify and control/limit connections to and use of Derived R303-01-20 03.01.20 Use of External  |a.Prohibit the use of external systems unless the systems are spedfically New security requirement title
external systems. Systems authorized. Aligned with SP 800-53, Rev 5 to provide more comprehensive
b.Establish the following security requirements to be satisfied on external detail on and foundational tasks on use of external systems
systems prior to allowing use of or access to those systems by authorized Added new ODP: terms, conditions, and requirements to be
individuals: [Assi, :or ization-defined security requil 1. satisfied on external systems
c.Permit authorized individuals to use external systems to access the Includes withdrawn requirement: 03.01.21
organizational system or to process, store, or transmit CUl only after:
1.Verifying that the security requirements on the external systems as
specified in the organization’s system security plans have been satisfied and
2.Retaining approved system connection or processing agreements with the
lorganizational entities hosting the external systems.
d.Restrict the use of organization-controlled portable storage devices by
authorized individuals on external systems.
Access Control R2-03-01-21 3.1.21 Limit use of portable storage devices on external Derived R3-03-01-21 03.01.21 Withdrawn Incorporated into 03.01.20.
' systems.
r =
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Added Supplemental Resources

CUI Overlay

Unique Sort Tailoring Unique Sort 3=
(800-53r5) & SP 800-53 Rev 5 Control & Control Enhancement n Decision u (800-171r3) SP 800-171 Rev 3 Security Require n Additional Tailoring
' 1A-12-03-00 I1A-12(03) Identity Proofing | Identity Evidence Validation and Verification FED -
Require that the presented identity evidence be validated and verified through [Assignment:
i 1A-12-03-01 organizational defined methods of validation and verification]. FED
. 1A-12-05-00 1A-12(05) Identity Proofing | Address Confirmation FED V F| Iter a nd SO rt by Col umn
Require that a [Selection: registration code; notice of proofing] be delivered through an out-
1 1A-12-05-01 of-band channel to verify the users address (physical or digital) of record. FED —
i IR-01-00-02 IR-01 Policy and Procedures cul 03-15-01: 03.15.01 Policy and Procedures
03.15.01.a. Develop, document, and disseminate to organizational Addresses all policy (instead of only incident response
a. Develop, document, and disseminate to [Assignment: organization-defined personnel or personnel or roles the policies and procedures needed to satisfy the policy)
' IR-01-00-03 roles]: Ccul 03-15-01a. security requirements for the protection of CUI. Removed ODP to assign "personnel or roles"
03.15.01.a.
1. [Selection (one or more): organization-level; mission/business process-level; system- r V Ta ilori ng deCiSionS at ContrOI' select one or more "organization-
} IR-01-00-04 level] incident response policy that: Ccul 0 u siness process-level; system level"
(a) Addresses purpose, scope, roles, responsibilities, management commitment, an d r‘eq u | rement— |te m Ievel
I IR-01-00-05 coordination among organizational entities, and compliance; and NCO -
(b) Is consistent with applicable laws, executive orders, directives, regulations, policies,
) IR-01-00-06 standards, and guidelines; and NCO —
03.15.01.a. Develop, document, and disseminate to organizational
2. Procedures to facilitate the implementation of the incident response policy and the personnel or roles the policies and procedures needed to satisfy the Addresses all procedures (instead of only incident
. IR-01-00-07 associated incident response controls; Cul 03-15-01a. security requirements for the protection of CUI. response procedures)
b. Designate an [Assignment: organization-defined official] to manage the development,
' IR-01-00-08 documentation, and dissemination of the incident response policy and procedures; and NCO —
Addresses update of all policy and procedures (instead
i IR-01-00-09 c. Review and update the current incident response: Cul 03-15-01b. 03.15.01b. Review and update policies and procedures periodically. of only incident response)
1. Policy [Assignment: organization-defined frequency] and following [Assignment:
+ IR-01-00-10 organization-defined events]; and Cul 03-15-01b. 03.15.01b. Review and update policies and procedures periodically. Removed ODPs to assign "frequency” and "events"
2. Procedures [Assignment: organization-defined frequency] and following [Assignment:
) IR-01-00-11 organization-defined events]. cul 03-15-01b. 03.15.01b. Review and update policies and procedures periodically. Removed ODPs to assign "frequency” and "events"
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Questions?
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