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What Are C3PAOs, 
Why I Might Need One & 
C3PAO Lessons Learned



DFARS Driving the need for a C3PAO

• DFARS 252.204-7025 Notice of Cybersecurity Maturity Model 
Certification Level Requirements.
• CMMC Level 1 (Self); 
• CMMC Level 2 (Self); 
• CMMC Level 2 (C3PAO); 
• or CMMC Level 3 (DIBCAC)

• DFARS 252.204-7021 Contractor Compliance With the 
Cybersecurity Maturity Model Certification Level Requirements.



What is a C3PAO?
• Certified Third-Party Assessment Organization
• Independent companies authorized by the Cyber Accreditation 

Body (Cyber AB) to conduct CMMC assessments
• C3PAOs assesses companies to ensure they meet CMMC 

requirements
• Retained for Level 2 Assessments
• Only entity that can formally certify a contractor’s cyber posture



What is a C3PAO?
• Use trained assessors (CCAs) – usually a team of them - to 

perform audits
• Can advise OR consult with companies to help them get into 

conformance with NIST 800-171
• Cannot advise AND consult with a company to achieve 

conformance and then audit the same company for a Level 2 
certification



Challenges and Mistakes – Avoid the Pitfalls

• Unfamiliarity with scoping concepts – read the CMMC Scoping Guide for Level 2! 
• Not realizing that editing or manipulating CUI documents on endpoints (laptops, 

workstations etc.) brings them in scope
• Unidentified Assets – Identify ALL
• FIPS 140-2 Encryption (FIPS validated not FIPS compliant)

– Emailing CUI without end-to-end FIPS 140-2 Encryption
– FIPS Validated Devices – Protect the Boundary
– Wireless without FIPS – Data Leakage

• Alternate Workspaces (e.g., home) – Without proper boundaries and controls
• Mobile Phones – In Scope if Access to CUI
• ESP/CSPs – Help or Hurt You?
• Subcontractors – You’re Responsible
• Lack of effective boundaries to limit your scope

– Deny-by-default firewalls between “in-scope” and “out-of-scope” networks
– Expected to manage risks from connected networks and systems



Resources

• Authorized C3PAOs and CCAs can be found at 
https://cyberab.org/marketplace

• DoW CMMC Resources 
https://dodcio.defense.gov/CMMC/Resources-Documentation/

https://cyberab.org/marketplace
https://dodcio.defense.gov/CMMC/Resources-Documentation/

