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Agenda 

P U R P O S E
• Provide an overview of 

DCSA’s origin, missions, 

and industrial resources

O U TC O M E S
• Increase awareness and 

understanding about 
DCSA’s role as an 
integrated security 
service provider

• Optimize industrial 
preparedness to work 
with DCSA

 DCSA’s Origins

 DCSA Mission / Vision

 Office of Small Business Programs and Industry Engagements (OSBP&IE)

 What DCSA Buys?

 Keys to Marketing to DCSA

 Facility Clearances

 Foreign Ownership, Control or Influence

 Connect with OSBP&IE

 Helpful Resources

 Questions

A G E N D A
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DCSA’s Origins

October 2019:
Three distinct organizations merge to become DCSA, the nation’s premier security services provider: 
Defense Security Service (DSS), the Office of Personnel Management’s (OPM) National Background 
Investigation Bureau (NBIB), and the Department of Defense Consolidated Adjudications Facility (DoD 
CAF).

October 2020: 
Legacy technology systems transfers from the Defense Information Systems Agency (DISA), Defense 
Manpower Data Center (DMDC), Defense Intelligence Agency (DIA), and Office of Personnel 
Management (OPM) were aligned to DCSA. 

October 2021:
The National Center for Credibility Assessment (NCCA) transferred to DCSA’s Security Training 
Directorate from Defense Intelligence Agency (DIA). 

D C S A ’ s  D i s t i n c t  T r a n s f e r s

The signing of Executive Order 13869 in April 2019 established the mandate to create the Defense Counterintelligence and Security Agency (DCSA). By October 
2019, the initial agency transfers to the Department of Defense (DoD) were completed, creating DCSA. Today, DCSA encompasses a workforce of nearly 15,000 
government employees and contractor personnel operating from more than 160 regional and field offices across the United States. 

2019 – 2021: M U L T I P L E  T R A N S F E R S  –  C R E A T I N G  T O D A Y ’ S  D C S A

• ~5,000 federal employees; 10,000 Contractors 
• 174 Field Offices; 2,000 vehicles

• $1.4B Working Capital Fund; $1B appropriated 
• 38 major IT systems

7+ Mission and Functional Area Transfers (DSS, NBIB, DOD CAF, OPM, DISA, DMDC, DIA)
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DCSA Mission / Vision

• DCSA is the largest security agency in the 
federal government dedicated to protecting 
America’s truster workforce and trusted 
workspaces.

Through vetting, industry 

engagement, education, and 
counterintelligence and insider 

threat support, secure the 

trustworthiness of the United States 
Government's workforce, the 

integrity of its cleared contractor 

support, and the uncompromised 
nature of its technologies, services, 

and supply chains.

M i s s i o n

DCSA’s elite security experts 

illuminate national security risks to 
empower faster, smarter decision-

making that protects American 

innovation and resilience to enable 
mission success.

V i s i o n

1. Deliver NBIS

2. Deploy NI2 to Modernize 
Industrial Security

3. Modernize and Sustain Trusted 
Workforce Determinations

4. Rebuild the Workforce Compact

5. Operate as a Customer-Centric 
Business

6. Drive Audit-Ready Integration 
and Agency Efficiency with AI

S t r a t e g i c  O b j e c t i v e s
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Office of Small Business Programs and Industry Engagements

To maximize business participation in support of a whole-of-enterprise approach, DCSA's Office of 
Small Business Programs & Industry Engagements (OSBP&IE) promotes and fosters acquisition 
opportunities through industry outreach, education activities, and procurement forecasting. 

OSBP&IE provides industry with  consistent and transparent access to
DCSA in support of U.S. Defense Industrial Base growth and resilience.
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What DCSA Buys?

• 513210 – Software Publishers

• 519290 – Web Search Portals and All Other Information Providers

• 541512 – Computer Systems Design Services

• 541519 – Other Computer Related Services

• 541611 – Administrative Management and General Management Consulting Services

DCSA’s Most Used NAICS Codes
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What is a Facility Clearance?

A facility clearance (FCL) is an administrative determination 
that a company is eligible to access classified information

• Reference: 32 CFR 117.9(c) 

The FCL process requires essential key management 
personnel (KMP) to get personnel security clearances in 
connection with the FCL

• Reference: 32 CFR 117.7(c)

Once an FCL is granted, the facility is part of the National 
Industrial Security Program (NISP) and agrees to abide by 
the requirements outlined in 32 CFR Parts 117 and 2004






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1. Legitimate need to access classified

2. Access consistent with U.S. national security interests

3. Organized & existing in the United States

4. Located in the United States

5. Record of integrity & lawful conduct

6. Eligible Key Management Personnel (KMP)

7. Maintain sufficient KMP for security requirements

8. KMP/business not excluded from federal contracts

9. Not under foreign ownership, control, or influence (FOCI) to 
a degree inconsistent with national interest

10. Not pose an unacceptable risk to national security interests

11. Meet any other requirements governing access (e.g. special 
requirements such as SCI, SAP, etc.)

UNCLASSIFIED 8

Am I Eligible? 
UNCLASSIFIED

E L I G I B I L I T Y  R E Q U I R E M E N T S  3 2  C F R  § 1 1 7 . 9 ( C )
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Government Contracting 

Activity or Cleared Contractor 
Sponsors
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National Industrial Security Program (NISP) FCL Lifecycle 

Continuous Monitoring  

• Contractor submitted changes or information
• Review news and reporting

• Automated data feeds
• QA performed

Analysis 

• Assess risk indicators for business 
vulnerabilities & contractor conduct

• Assess risk indicators for threat

Determine Risk Treatment 

• Review relevant assessments
• Develop Risk Mitigation Strategy

Oversight  

• Conduct field/HQ oversight 
& security reviews 

• Provide continuous engagement, 
support & outreach

Stages

Review & Triage
Analysis

Determine Risk Treatment

Implement Risk Treatment
Oversight

CM

Review & Triage  

• Review sponsorship for legitimate need to
Access classified information

• Review contractor submitted package for completeness
• Initial identification of risk indicators w/referrals
• Initiate key management clearances necessary

Adjudicate

Implement Risk Treatment  

• Execute interim measures, if necessary
• Negotiate terms with contractor, as required

• Execute governance and operational mitigations
• Ensure entity eligibility requirements are met 
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What is FOCI?
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A U.S. entity is considered under foreign ownership, control, or influence (FOCI) whenever a foreign 
interest has the power, direct or indirect, whether or not exercised, and whether or not exercisable 
through the ownership of the U.S. entity’s securities, by contractual arrangements, or other means, to 
direct or decide issues affecting the entity’s management or operations in a manner that could either may 
result in unauthorized access to classified information or may adversely affect the performance of 
classified contracts. 

Whether something is under FOCI requires cause & effect:
1. (cause) Must be a foreign interest, AND
2. (effect) Foreign interest must be able to gain unauthorized access to classified information, OR

adversely affect contract performance

Foreign interest:  any foreign government, agency of a foreign government, or representative of a foreign 
government; any form of business enterprise or legal entity organized, chartered or incorporated under 
the laws of any country other than the United States or its territories, and any person who is not a citizen 
or national of the United States. Reference: 32 CFR 117.3(b) “Foreign interest”

Documentation:  Standard Form 328, Certificate Pertaining to Foreign Interests
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1. Record of espionage against U.S. targets

2. Record of enforcement actions against the entity for 
unauthorized tech transfer

3. Record of compliance with pertinent U.S. laws, 
regulations, and contracts

4. Type and sensitivity of classified information

5. Source, nature, and extent of FOCI

6. Nature of relevant bilateral or multilateral security and 
information agreements

7. Foreign government ownership or control

8. Any other factor that indicates/demonstrates 
capability of a foreign interest to control or influence 
operations or management

UNCLASSIFIED 11

FOCI Factors
UNCLASSIFIED

F O C I  F A C TO R S  3 2  C F R  § 1 1 7 . 1 1 ( B )
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What is the SF 328?
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• A nine-question federal form ( updated May 1, 2025) completed by entities supporting an approved U.S. 
government program indicating: 

1. whether they have certain foreign relationships; and 
2. the nature and extent of those relationships, if applicable

• Approved for use by DoD and other cognizant security agencies (DOE, DHS, etc.) with collection approval.  
Approved DoD programs include: 
➢National Industrial Security Program 
➢ Public Law 116-92, Section 847
➢Defense Enhanced Security Program
➢ Cybersecurity Maturity Model Certification
➢DoD Small Business Innovation Research and Small Business Technology Transfer programs 
➢ Classified Critical Infrastructure Protection Program

• The SF 328 includes nine “yes or no” questions.  Each affirmative response has additional information 
requirements.
➢ The form includes comprehensive instructions provide clarity and specificity to the requirements for each 

question
➢ Policy-aligned definitions section ensures uniformity among industry and government stakeholders
➢ Filling it out completely and accurately ensures timely processing of your FCL package
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DCSA Risk Management Approaches (FOCI)

UNCLASSIFIED

UNCLASSIFIED

Risk Management Description

Mitigate
Reduce the risk through countermeasures (FOCI mitigation agreements and 
supplements)

Negate Remove the risk (remove foreign interest’s ability to impact daily operations)

Transfer Transfer the risk to a third party (limited FCL)

Accept Accept all risk and residual risk without emplacing any other risk treatment measures

Avoid
Risk level is unacceptable; deny or revoke FCL (note: least common risk management 
approach)
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What Could Affect Timelines?

PCLs

• Will the KMP need to be initiated for PCLs or are they already cleared with PCL eligibility reflected in 
DISS

• The PCL backlog is no longer an issue, as DCSA is now at a steady state and have much stronger 
numbers on timelines for T3 and T5 investigations

Systems

• Does your facility have a Commercial and Government Entity (CAGE) code and System for Award 
Management (SAM) profile

• Do you have the External Certification Authority (ECA) or Public Key Infrastructure (PKI) required to create 
an account in the system of record

• Do you have the means to promptly respond to DCSA requests for information

Docs

• Are there discrepancies in your facility’s legal docs, website, address

• Is your company registered and in good standing with the Secretary of State

• Do you have access to your facility’s corporate governance documents and ownership information or do you 
know who does

• Is all the information you provided complete and accurate 
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What Can I Do?

Know your resources - engage DCSA and others in the NISP

Thoroughly read the FCL Orientation Handbook, it is an invaluable resource for navigating the FCL process.  Reach out to the DCSA 
Knowledge Center for any questions about the process and join professional organizations to increase your network and resources.

Know your facility - get your legal documents in order

Many parts of the FCL process change based on your facility’s unique structure.  Ensure you have the right documents for your  business 
structure and all your information is complete and accurate.  Get your leadership on board – security is a group effort!

Know your deadlines – pay close attention to timelines and communicate with DCSA

The FCL process has deadlines which, if not met, can mean longer timelines for your facility.  Pay close attention to the deadlines, promptly 
respond to DCSA requests for information, and communicate with DCSA when you have questions or concerns.

Know your requirements - get smart on policy

Gain an understanding of policy and security requirements for your facility.  Review policies such as 32 CFR Parts 117 and 2004, and DODM 
5220.32 Volumes 1 and 2.  
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Connect With OSBP&IE 

Visit us online at: https://www.DCSA.mil/OSBPIE
✓ Access DCSA’s Procurement Forecast and other 

helpful resources

Email us at: DCSA.Small-Business@mail.mil
✓ Schedule a virtual meeting with the OSBP&IE 

Team

Dr. Ruby Crenshaw-Lawrence
Chief, DCSA OSBPI&E
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Helpful Resources

• DCSA Homepage: https://www.dcsa.mil

• Center for Development of Security Excellence: 
https://www.dcsa.mil/Security-Training/Center-for-
Development-of-Security-Excellence-CDSE

• DCSA Industrial Security Directorate: 
https://www.dcsa.mil/Industrial-Security

• FCL/FOCI Tools and Resources: 
https://www.dcsa.mil/Industrial-Security/Entity-
Vetting-Facility-Clearances-FOCI

• Section 847 Information: 
https://www.dcsa.mil/Section847

• Standard Form 328
https://www.dcsa.mil/Portals/128/Documents/CTP/
FOCI/SF%20328%20(May%202025).pdf

Agency Links

• Entity Vetting Helpdesk Emails: 

• Case Status, Sponsorship, FCL Packages, 
ETS/DDA Response Issues: DCSA.FCB@mail.mil

• General FOCI Discussion, M&A Notice, RMO 
Response Issues: dcsa.quantico.hq.mbx.foci-
operations@mail.mil

• National Interest Determinations (NID): 
dcsa.quantico.dcsa-isia.mbx.nid@mail.mil

• Entity Vetting Helpdesk Number: 1-878-274-2000 
(Option 2, then 1)

Knowledge Center
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