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Foreign Ownership, Control, and Influence
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Foreign Ownership, Control, or Influence (FOCI): 
A foreign entity has the power to direct or influence company operations which can potentially compromise national security
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Can use illegal means:

▪ Violating laws or contract 
terms

▪ Coercion or threats
▪ Espionage, cyber crimes

Typically involves legal means:

▪ Joint ventures 
▪ Voting trusts or proxy agreements
▪ Technology licensing or IP transfers
▪ Obfuscated ownership structures
▪ Structured investments and minority 

ownership
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Foreign Direct Investment – Global Analysis
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Global Net FDI Inflows
Cumulative FDI Position, in Trillions USD

Global Net FDI Outflows
Cumulative FDI Position, in Trillions USD

Source: Worldbank Source: Worldbank

While theoretical inflow/outflows should be the same or similar, ownership thresholds, different reporting standards, 
transaction timing, underreporting, and valuation methods can—and often do—result in differences
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Foreign Direct Investment – Overall Flows into the US
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Foreign Direct Investment – Inflow Analysis
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Foreign Direct Investment – Adversarial Capital Considerations
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Adversarial Capital:
Investments from foreign entities into US companies that could compromise 
national security or limit DoW’s ability to collaborate with these companies

Can have immense impacts to small business:

✓ Loss of IP and/or technology transfer
✓ Loss of control
✓ Offshoring
✓ Production changes
✓ Regulatory implications or inability to work with the USG
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FOCI – How to Mitigate
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Contract and Relationship Management:
✓ Reviewing contracts and clarifying relationships and affiliations
✓ Ceasing joint ventures or subsidiaries
✓ Ceasing technology licensing or IP sales to concerning entities
✓ Transferring voting rights for problematic foreign shareholders 

Personnel and Governance:
✓ Removing problematic foreign board members
✓ Requiring management to complete insider risk awareness training
✓ Requiring increased frequency of reporting and monitoring progress 

report forms

Financial and Supply Chain Management:
✓ Reducing the percentage of problematic foreign investment in the 

business
✓ Limiting foreign supply chain dependence
✓ Removing problematic foreign debt and foreign financial obligations

Your responsibility:  
Know the financial backing and ownership structure for your investors
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FOCI– Policy and Resources
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Legislative and Executive momentum toward mitigating the 
risks involved in FOCI:

✓ Bipartisan and executive branch interest and support:
✓ Executive Orders
✓ Proposed FY27 NDAA language

✓ Foreign Investment Risk Reduction Act of 2018 (FIRRMA) 
and subsequent regulations

✓ FOCI Requirements in Section 847 of the FY20 NDAA
✓ DFARS Clauses

Help is available:

• Defense Counterintelligence and Security Agency 
(https://www.dcsa.mil/FOCI/)

• Department of War
(https://business.defense.gov/Resources/FOCI/)
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FOCI– Conclusions
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Adversarial capital presents risks to small businesses at the 
forefront of innovation and the cornerstone of the US 
economy:

✓ US markets continue to lead the world, attracting an 
average of $200B in foreign direct investments annually, 
most of which is hygienic and offers capital for expansion

Best Practices:
✓ Assess FOCI Risk Early – front end vetting is essential to 

prevent harm to business opportunities
✓ Mitigate Identified Risks – consider restructuring, limiting 

foreign board representation, or renegotiating contracts to 
reduce exposure

✓ Maintain Compliance Readiness – Maintain robust internal 
programs for export control, security clearance, and audit 
trails

✓ Engage – Seek help when appropriate
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