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3 DON Industrial Security

Overview
» Mission: Develop and promulgate policy and guidance to facilitate the uniform

application of the National Industrial Security Program to ensure that cleared
U.S. defense industry safeguards classified information in their possession
while performing work on contracts, programs, bids, or research and
development efforts.

* Vision: Mature the Department of the Navy (DON) Industrial Security program
through the development and sharing of DON enterprise-wide policy, best
practices, learning materials, templates, and examples.
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DON Industrial Security

What We Do

 We are the authoritative source for guidance aligned to law, regulation, and government-

wide policy:

Executive Order 12829
Executive Order 10865
DoDI 5200.31

DoDM 5220.32 Volume 1
DoDM 5220.32 Volume 2
32 CFR Part 117

32 CFR Part 2004

 We provide policy, oversight, and support:

SECNAV Instruction 5531.XX.
NCCS Policy Memo Draft
INDSEC Community of Practice
Training and resources

Field engagements
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National Industrial Security Program

 The National Industrial Security Program (NISP) was established by Executive Order 12829 to ensure that cleared U.S. industry

safeguards the classified information they have access to while performing work on contracts, programs, bids, or research and development
efforts.

« Department of War (DoW) is the Cognizant Security Agency (CSA) responsible for:
» Issuance/updating 32 CFR Part 117
» Guidance/direction to cleared industry
» Operational oversight of cleared industry
» Internal DoW industrial security policies for DoW and non-DoW agencies with industrial security agreements

 Defense Counterintelligence and Security Agency (DCSA) is the DoW Cognizant Security Office (CSO):
» Administers and conducts oversight of the NISP on behalf of DoW and 35 other agencies

* Processes companies for entity eligibility determinations (also referred to as Facility Clearances, or FCL)
 Owns the DD Form 254

- Department of the Navy (DON) is the Government Contracting Activity (GCA):
« Communicates and defines security requirements to ensure contractors protect, safeguard, and deliver uncompromised
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NISP Overview

CSAs CSOs GCAs

COGNIZANT SECURITY AGENCIES COGNIZANT SECURITY OFFICES GOVERNI\Z%NI'TV?'IFI)IIE\I;RACTING

Establish industrial security programs. Administers security services. Issues classified contracts.

Department of War Primary: DCSA *  Department of the Army
Department of Energy AP 2  Department of the Navy

Nuclear Regulatory Commission | , | 4+ Department of the Air Force

Office of thle Dlilrector of National Defense Countel:intelligence and @  Other DoW Components
ntelligence Security Agency (DCSA) serves

Department of Homeland Security as the CSO for DoW. A Civilian Agencies

The Secretary of War has entered into agreements with 35 NISP Signatories for the purpose of rendering

industrial security services. DCSA published an Industrial Security Ecosystem guide which is a compilation

of all the executive branch departments and agencies that trust DCSA to protect, vet, educate and support
them through administration of the NISP.
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Tri-party Partnership:
» Department of the Navy

» Defense Counterintelligence
and Security Agency

 Industry

Industry
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Department of the Navy

Requirements Determines if a contract requires access to classified information
Definition and defines the specific security requirements.

Sponsorship Formally sponsors a contractor for a Facility Clearance
(FCL) when a legitimate mission need is identified.

Classification Issues and maintains the DD Form 254 (Department of Defense
Guidance Contract Security Classification Specification), providing
contractors with precise guidance on what information is
classified.

oL I 1] T 10"A Ensures that contractor activities align with Navy-specific security
protocols, particularly when work is performed on Navy
installations or vessels.

Funds the background investigations required for contractors
supporting Navy-specific programs that do not require access.
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Defense Counterintelligence and Security Agency

Area of Specific Functions o b
Responsibility =

Oversight & Conducts recurring security reviews and assessments of
Compliance contractor facilities to ensure compliance with the NISPOM
(32 CFR Part 117).

Entity Vetting Processes and issues Entity Eligibility
Determinations (formerly Facility Security Clearances or
FCLs) for contractor organizations.

Personnel Vetting Manages background investigations and
adjudicates Personnel Security Clearances (PCLs) for
contractor employees.

Cybersecurity Acts as the Authorizing Official (AO) for contractor information
systems used to process classified data.

Counterintelligence Provides Cl support to industry to identify and mitigate threats
from foreign intelligence entities and insiders.
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Industry (Cleared Defense Contractors)

Area of Responsibility | Specific Functions

Implementation Executes the security requirements established in the NISPOM
and the specific contract's DD Form 254.

Key Management Must appoint a Facility Security Officer (FSO) to supervise
Personnel (KMP) security measures and a Senior Management Official (SMO) who
retains ultimate accountability.

Safeguarding Maintains physical and technical controls (GSA-approved
containers, restricted areas, secure IT systems) to prevent
unauthorized access.

Insider Threat Establishes and executes a formal Insider Threat Program led by
an Insider Threat Program Senior Official (ITPSO).

Reporting Proactively reports adverse information, suspicious contacts, and
security violations to DCSA and the DON.
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NISP vs. Non-NISP

* NISP Contract:

» Focuses on safeguarding classified information; it covers contractors, licensees, or grantees working on contracts, programs,
bids, or research and development efforts for the U.S. government that require access to classified information.

» |f access to classified information will be required in the performance of the contract, the contract is considered a “classified
contract,” and a DD Form 254 is provided to the contractor.

« Contractors must obtain a facility clearance (FCL) and maintain security programs that comply with the National Industrial
Security Program Operating Manual (NISPOM) to work on classified contracts.

» NISP contractors are required to have security clearances for personnel who will have access to classified information.

* Non-NISP Contract:

» Refers to contractors who do not require access to classified information.

» While they may not be subject to the same strict security requirements as NISP contractors, they may still need to protect
sensitive, but unclassified information or IT systems.
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@Gy (2) Security Clearance vs. Vetting Requirement

» Security Clearance (NISP)  Vetting Requirement (Non-

- Contractor is ACCESSING NISP)
classified material (or systems, « No actual access to classified
data, etc.) material is needed

» Contract requires a DD Form « DD Form 254 is NOT required
254  FCL is not required

« Company requires an FCL . Contractors need

* DCSA funds these background investigations

investigations  GCA funds these investigations

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED



UNCLASSIFIED

DD Form 254

DoD Contract Security Classification
Specification
* Legal document

» Specifies the classification requirements for
classified contracts

* Provides proper security guidance in order to
prevent the possible compromise or loss of
classified information

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED
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DD Form 254

When is (and isn’t) the DD Form 254 Required?

* Required: « NOT Required:

+ Classified Solicitations - Required during the RFP
(Request for Proposal) phase if the bid package

* Unclassified Contracts - If the work, the deliverables,
and the access are entirely unclassified (or only involve

itself cont_ains_ glassified information or requires a CUI), a DD Form 254 is not used.
cleared site visit.

- Classified Contracts - Required for the  Publicly Available Data - If the contractor only uses
performance of any contract where the contractor information that has been cleared for public release.
will have access to, or generate, classified « Uncleared Personnel - If the contract can be performed
information. by personnel who do not require background

» Subcontracts - If a prime contractor flows down investigations or access to restricted areas/data.

classified work to a subcontractor, the prime must
issue a separate DD Form 254 to that
subcontractor.

» Incidental Exposure - If a contractor (e.g., a custodial or
maintenance crew) is working in a building where

_ . classified work happens but they are escorted and have
* Access Only - Required even if the contractor does no need-to-know or authorized access to the data.
not "possess" the material at their own facility (e.g.,

they only access it at a Navy installation or via a
secure government network).
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0 () What is a Facility Clearance (FCL)?

According to the National Industrial Security Program Operating Manual (NISPOM) Rule (codified at 32 CFR Part 117),
a Facility Clearance (FCL) is officially defined as:

« "an administrative determination that, from a security viewpoint, an entity is eligible for access to classified information of a
certain level (and all lower levels) (e.g., a type of favorable entity eligibility determination used by some Cognizant Security
Agencies.”

* Requirements outlined in Performance Work Statements (PWS) and Statements of Work (SOWSs) will enable Government
Contract Activities (GCAs) the ability to make the determination to sponsor the contractor for a Facility Clearance (or
validate the already existing Facility Clearance). The PWS or SOW should have FAR Subpart 4.4 (Safeguarding Classified
Information Within Industry) and FAR 52.204-2 (Security Requirements) for the FCL requirement.

» Afclassified contract” requires the contractor or the contractor’s employees to have access to classified information to
perform on the contract: Top Secret, Secret, Confidential.

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED 15
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(“)Additional Facts about Facility Clearances

 |tis a clearance of the business entity; it has nothing to do with the
physical office structure.

 The Government funds the processing of Facility Clearances for
access to classified information.

* You must be sponsored for a Facility Clearance (by a Prime
Contractor or the Government).

* You do not need a Facility Clearance to bid on a classified contract.

A contractor still must have a Facility Clearance even if they do not
access classified material at their facility.

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED

The FCL process ensures a company is
eligible for access to classified information. It
involves sponsorship, document submission,
DCSA review and potentially implementation
of mitigation of risks to national security. The

process administered by DCSA can take
time, potentially several months, and requires

careful attention to detail and adherence to

Security protocols.

| SECURITY
% CLEARANCE
PROCESS
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FCL Scenario

Is an FCL Required or Not Required in this Scenario?

Scenario Overview: Project Sentinel Shield

Contracting Agency: Department of War (DoW) - Naval Sea Systems Command
Contractor: Apex Defense Solutions
Project: Development of advanced targeting software for next-generation autonomous surface vessels.

The Contract: The DoW is awarding a contract to Apex Defense Solutions to design, test, and deliver the
"Sentinel Shield" targeting software. To successfully develop this software and ensure it integrates with
existing naval infrastructure, Apex Defense Solutions engineers must review and analyze current tactical data
link protocols, electronic warfare threat libraries, and existing shipboard sensor schematics. While the code
Apex writes might start as unclassified, the reference materials and threat libraries they must access to build
the software are classified.
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¥ &) FCL Scenario

Answer: In this scenario, this would be considered a classified
contract and a DD Form 254 (Department of Defense Contract
Security Classification Specification) is required because the
contractor will access classified information to perform their
contractual duties.

The contractor will be sponsored for a Facility Clearance since
access to classified information is required in the performance of the
contract.

Distro Statement A: Approved for Release. Distribution is unlimited. UNCLASSIFIED
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Preparing for a Facility Clearance

When you are awarded a classified contract, you will need to ensure you understand
your:

» Business structure
 Who are your Key Management Personnel (per your company organization structure)?
* Is there any foreign ownership control or influence (FOCI)?

Ensure you have the proper documentation filled and out and ready for submission,
these documents include and but not limited to:

Corporate documentation: Facility Clearance documentation:
 By-Laws « SF-328 Certificate of Foreign Interest
 Articles of Incorporation DD Form 441 and 441-1 (if applicable)
* Business license + Key Management Personnel (KMP) List
 Fictitious name certification « FSO and ITPSO Appointment Letters
« Joint Venture Agreement » Sponsorship Letter

« Board meeting minutes
» Organization chart
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Checklist for Obtaining an FCL

) Sponsorship -3 DCSA Processing Orientation Videos
Contractors cannot self-sponsor. Must be Facility Clearance Branch reviews the Contractors must review orientation
sponsored by a GCA or cleared prime request. If accepted, the facility POC videos to understand requirements. For
contractor through NISS. Requires receives a Welcome Email detailing remaining questions, contact the DCSA
uploading documentation (e.g., DD Form responsibilities, critical deadlines, and Knowledge Center (KC) after watching.
254, Statement of Work). the FCL Handbook.
. CAGE Code ) Governance & KMP

DCSA tracks facilities via Commercial Gather legal business documentation per

and Government Entity codes. Register the Handbook. Identify Key Management

at sam.gov prior to initiation to prevent Personnel (KMP) who must be cleared

processing delays. based on the company's legal structure.
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FCL Critical Next Steps and Timelines

Facility Process Forms (Day 20) KMP & Governance (Day 20)
* Submit DD Form 441 & SF 328. Use DD Form 441-1 for * DCSA determines which Key Management Personnel
branch/division offices. (KMPs) require clearance based on governance docs.

* DD 441 Tip: Leave date blank on page 1 (DCSA will
date it). Enter company name on page 2.

* Provide FSO & ITPSO Appointment letters (must note
US citizenship, employee status, and FSO appt date).

* Begin SF 86 preparation (available on OPM.gov). Proof
of US citizenship is strictly required.

Prepare for DCSA Visit (Day 20-45)

Electronic Fingerprints (Day 45) * Download and study the NISPOM from the DCSA website.
« Research the best methods for KMPs to obtain * Utilize CDSE Security Toolkits for essential guidance.
electronic fingerprints.  The FSO (Facility Security Officer) and ITPSO (Insider
- Reference the e-QIP and Electronic Fingerprint Guide for In- Thréat Program Security Officer) should immediately
Process Facilities for detailed submission . begin taking their required training courses.
« Submit KMP electronic fingerprints via the Secure Web * The ISR will schedule and conduct the orientation meeting after
Fingerprint Transmission (SWFT) within 14 days of e-QIP your FCL package has been approved and your Key Management
submission. Personnel (KMPs) have successfully submitted their e-QIPs (SF

86) and electronic fingerprints.
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Facility Clearance Process

GOVERNMENT CONTRACTING
ACTIVITY OR CLEARED
CONTRACTOR SPONSORS

Continuous Monitoring

Review & Triage

+ Contractor submitted changes or information
* Review news and reporting
+ Automated data feeds
* QA performed

= Review Spansorship Package for legitimate need
* Review EED Package for completeness

» Identify risk indicators w/referrals

* |Initiate necessary KMP PCls

Oversight f‘:’tages, Analysis
) ) ) Review & Triage
» Conduct oversight & Security Reviews Analysis *  Assess risk indicators for business

+ Provide engagement, support & security related vulnerabilities

Determine Risk Treatment

& outreach ) *  Assess risk indicators for threats
Implement Risk Treatment
Oversight
cM

ENTITY ELIGIBILITY /

DETERMINATION (ADIJUDICATE)

\.\__ -
__\‘ .

Determine Risk Treatment

» Execute interim measures, if necessary ’_r‘// * Review relevant assessments
* Negotiate terms with contractor, as required » Develop Risk Mitigation Strategy

* Execute governance and operational mitigations
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Mitigating FOCI for Small Businesses

« Smaller companies that provide unique capabilities to DoW may lack the resources for protection from
foreign influence efforts.

« A company is considered to be operating under FOCI whenever a foreign interest has the power — direct
or indirect and whether or not exercised or exercisable — to direct or decide matters affecting the
management or operations of that company in a manner which may result in unauthorized access to
classified information or may adversely affect the performance of classified contracts. A company must
not be under FOCI to a degree that the granting of an FCL would be inconsistent with the national
interest.

* DoW has sought to work more with the small business community, and technology startups. In 2023,
DoW released a Small Business Strategy that aimed to bring small businesses, including nontraditional
vendors, into the defense industrial base.

» According to DoW strategy, mitigating the potential negative effects of foreign influence is “arguably [one
of] the most pressing issues faced by small businesses,” as adversaries may find small firms to be an
easier target for espionage, cyber threats, or intellectual property (IP) theft.

UNCLASSIFIED
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Eligibility &
EO Monitoring

Entities (including companies and
academic institutions) engaged in
providing goods or services to the
U.S. government involving access
to or creation of classified
information may be granted a
Facility Clearance (FCL).

Mandated by the guidelines set
forth in the National Industrial
Security Program (NISP), the
Defense Counterintelligence and
Security Agency (DCSA)
processes, issues, and monitors
the continued eligibility of entities
foran FCL.

Distro Statement A: Approved for Release. Distribution is unlimited.
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EEE Sponsorship &
NISS Submission

After a determination by DCSA
that an entity has a legitimate
need for access to classified
information in connection with a
U.S. Government or foreign
government requirement, an entity
may be sponsored for an FCL.

All FCL sponsorship requests are
submitted through the National
Industrial Security System (NISS),
the DCSA system of record for
NISP. Submission of all FCL
requests, change of conditions,
clearance verifications or self-
inspection certifications to NISS
here.

UNCLASSIFIED

® DCSA Oversight &
&Y ISR Partnership

Once a facility is cleared, DCSA
has oversight authority to evaluate
the security operations of the
organization.

The DCSA Industrial Security
Representative (ISR) is the
principal interface with cleared
industry under the NISP. These
individuals, spread across the
U.S. in five geographic regions
and 167 field locations, work in a
professional partnership with the
contractor's facility management
staff and facility security officer to
ensure the protection of classified
information released under
contractual obligations or research
and development efforts.
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+)' Common FCL Sponsorship Errors

* There is no clear justification or need for access to classified information in the
sponsorship documents. Please ensure your sponsor clearly articulates in the DD Form 254

and sponsorship information what activities or support you will be providing that requires access
to classified information.

* Missing Government Contract Activity (GCA) authorization. Certain accesses will require
GCA authorization to include intelligence information, etc. In addition, the issuance of a
subcontract should have GCA approval.

* Incomplete or discrepant information on the DD Form 254. There is a DD Form 254
instruction guide that should be followed. Ensure the DD Form 254 is complete, accurate and is
signed with the appropriate signatures. The link is provided here.

* Discrepant information between the sponsorship and DD Form 254. Please ensure the
information on the sponsorship and DD Form 254 aligns. For example, the sponsorship should not
request a Top Secret FCL, while the DD Form 254 indicates a Secret FCL.
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How long does the FCL process take?

DCSA s unable to provide a timeline due
to many variables, including but not
limited to responsiveness of facilities in
providing the required information by the
deadline dates. In addition, it also
depends upon receipt of accurate and
complete information.

What are the reasons for my FCL
sponsorship being rejected?

The most frequent reasons for rejecting a
sponsorship are due to lack of attention
to detail and/or no valid need to access
classified information. Ensuring the
sponsorship is accurate and complete,
with no discrepant information and the
DD254 is complete with a clear
justification for access to classified
information will help move the process

along. Please review the DD-254
Distro Statement A: Approved for Release. Distribution is unlimited.

Instruction Guide for assistance in
completing the form. In addition, there
are cases where processing is
discontinued as it is identified that the
contract performance does not require
access to classified information. These
are cases where investigations are

required for IT Level access, suitability, or

base access where a sponsorship is
submitted. In those cases an FCL is not
required and the investigations are the
responsibility for submission and

management by the government activity.

Can we get a FCL during the
solicitation phase?

DCSA will process a request for a FCL if
access to classified information is
required at the pre-award stage. This
requirement must be validated by the
Government Contracting Activity (GCA)

UNCLASSIFIED

and all the required information is
provided, as detailed in DoD Manual
5220.32, Volume 1 National Industrial
Security Program: Industrial Security
Procedures For Government Activities
(Section 6.2.C.3).

How much does a FCL cost?

The government funds the processing of
personnel clearances (PCL) and facility
clearances (FCL) for access to classified
information.

Does a facility clearance expire?

Facility clearances are valid as long as
there is an active classified contract and
there is a need to access classified
information in performance on the
classified contract.
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NISP Security Systems

Portals and Systems
SYSTEM PRIMARY PURPOSE ACCESS LINK

|ldentity and access management

gateway for all DCSA applications. https://ncaiss.dss.mil

NCAISS

System of record for industrial security

and facility clearance oversight. https://niss.dcsa.mil

NISS (NI2)

Personnel security clearance, suitability,

and credential management. https://dissportal.nbis.mil/...

Secure management and storage portal

for DD Form 254 specifications. https://tesseract.cloud.dcsa.mil/nccs/

Central portal for training, education,

and professionalization courses. https://securitytraining.dcsa.mil/
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FCL Resources

Facility Clearances: https://www.dcsa.mil/FCL/

Entity Vetting, Facility Clearances and FOCI: https://www.dcsa.mil/Industrial-Security/Entity-Vetting-
Facility-Clearances-FOCI/

FCL Orientation Handbook:
https://www.dcsa.mil/Portals/91/Documents/CTP/FC/FECL_Orientation Handbook 9 March 2021.pdf

Submitting a Sponsorship Request:
https://www.dcsa.mil/Portals/128/Documents/CTP/FC/Submitting_a_Sponsorship_Request External.pdf

Facility Clearances in the NISP (1S140.16): hitps://www.cdse.edu/Training/eLearning/IS140/

Preparing the DD Form 254 (1S128.16): https://www.cdse.edu/Training/eLearning/IS128/

Maintaining an Effective Industrial Security Program Video: hitps://www.cdse.edu/Training/Security-
Training-Videos/Industrial-Security/Maintaining-an-Effective-Industrial-Security-Program/

FSO Toolkit (FCL) Category: htips://www.cdse.edu/Training/Toolkits/FSO-Toolkit/#facility-clearance-fcl

UNCLASSIFIED
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Contacts

How to Follow Up:

Jason Steinour

Industrial Security Program Manager

Information and Acquisition Protection Directorate

Office of the Deputy Under Secretary of the Navy for Intelligence and Security
jason.a.steinour.civ@us.navy.mil

(703) 601-0477

Misty Brown

Security Specialist

Information and Acquisition Protection Directorate

Office of the Deputy Under Secretary of the Navy for Intelligence and Security
misty.s.brown4.civ@us.navy.mil

(703) 601-1019
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