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ABOUT PROJECT SPECTRUM
Project Spectrum Bolsters Homeland Defense

The DoW Office of Small Business Programs initiated Project 

Spectrum as a comprehensive platform to provide the tools and 

training needed to increase cybersecurity awareness and 

maintain compliance in accordance with DoW contracting 

requirements.

Project Spectrum Advances National Security 

Priorities

Å Strengthens national security by supporting businesses that 

provide technological solutions to reestablish deterrence 

and modernize the defense industrial base.

Å Supports homeland defense and our warfighters by providing 

businesses with the most up-to-date cybersecurity 

compliance education, tools and training.

Citation Authorities:

10 U.S.C. § 2224 note

15 U.S.C. § 638 note

10 U.S.C. § 4901 note



CMMC Has Arrived

ÅThe rule went into effect on 11/10/2025.

ÅThis triggered the first phase of CMMC's 
'Phased ÅŸũũŸƨƣќ.

ÅAt this point virtually all new DoW solicitations  
will  include some level of CMMC requirement.

The 48 CFR CMMC final rule was 
officially published on 9/10/2025.

Note: CMMC Level 2 certification assessments 
can and will be required during Phase 1.CIO - About CMMC

https://dodcio.defense.gov/CMMC/About/
https://dodcio.defense.gov/CMMC/About/
https://dodcio.defense.gov/CMMC/About/




Why it All Matters

Overview of the cyber threat 
landscape & federal regulations



Education: Threat Landscape

The Defense Industrial Base (DIB) is Under Attack:

Cyberattack 
costs for SMBs 
range from $826 

to $653,000

Only 17% of 
SMBs have 

proper insurance 
coverage for 

cyber attacks

43% of all 
cyber attacks 
target SMBs

74% of 
breaches 

are caused by 
human error14% of SMBs 

have plans to 
mitigate 
attacks

Å Intellectual 
property and trade 
secrets

ÅDual-use 
technologies

ÅAccess to sensitive 
government 
information

Å Interconnection 
with larger defense 
contractors, supply 
chain

ÅPolitical / 
ideological 
motivation

Why are SMBs 
targeted?



Understanding FCI & CUI Data

FCI is sensitive, but not classified, information that is provided by 
or generated for the government under a contract. FCI refers to 
information not intended for public release.

Federal Contract Information (FCI) 
[ ÅШ9ũċƨƚĲШљΡΞЮΞΜΠ-ΞΝњ

Controlled Unclassified Information (CUI)
?[ ÅÉШ9ũċƨƚĲШљΞΡΞЮΞΜΠ-ΤΜΝΞњ
While unclassified, CUI is information that the U.S. federal 
government creates or possesses, or that an entity creates or 
possesses for or on behalf of the government, and that a law, 
regulation, or government-wide policy requires or permits an 
agency to protect via safeguarding or dissemination controls.

FCI Examples
ÅContract information
ÅOrganizational charts
ÅProcess documentation
ÅContract performance 

reports
ÅRFP or RFI responses

CUI Examples
ÅProprietary Business 

Information (PBI)
ÅUnclassified Controlled 

Technical 
Information (UCTI)

ÅSensitive but 
Unclassified (SBU)

ÅFor Official Use Only 
(FOUO)

ÅLaw Enforcement 
Sensitive (LES)



FOREIGN OWNERSHIP, CONTROL, OR 
INFLUENCE

After you register for 
Project Spectrum, you 
will have access to 
our FOCI training 
course which covers:

Å Properly identifying 
FOCI

Å Evaluating the 
impact of FOCI

Å Reducing FOCI 
risks

Å Foreign Ownership, Control or Influence (FOCI) happens when 
a foreign entity has the power to direct or influence the 
management or operations of a company. This can lead to 
unauthorized access to sensitive information and potentially 
compromise national security.

Å[§9fШŔƚƚƨĲƚШċŉŉĲĦƣШċШĦŸůƓċŰǃќƚШċĤŔũŔƣǃШƣŸШƕƨċũŔŉǃШŉŸƖШċŰĬШ
maintain eligibility to contract with the government.

Å The manufacturing sector accounts for more than 22% of 
reported cyber espionage incidents, and FOCI is one of the 
major risk vectors.

Å FY 2023 NDAA Section 875 requires DoW to establish a 
ƓƖŸŊƖċůШƣőċƣШĬĲůŸŰƚƣƖċƣĲƚШљĦŸůůĲƖĦŔċũШĬƨĲШĬŔũŔŊĲŰĦĲШƣŸŸũƚЯШ
ƣĲĦőŰŔƕƨĲƚЯШċŰĬШƓƖŸĦĲƚƚĲƚњШƣŸШőĲũƓШƚůċũũШĤƨƚŔŰĲƚƚĲƚШŔĬĲŰƣŔŉǃШ
љċƣƣĲůƓƣƚШĤǃШůċũŔĦŔŸƨƚШŉŸƖĲŔŊŰШċĦƣŸƖƚШƣŸШŊċŔŰШƨŰĬƨĲШċĦĦĲƚƚШƣŸЯШ
ŸƖШŉŸƖĲŔŊŰШŸƽŰĲƖƚőŔƓЯШĦŸŰƣƖŸũЯШŸƖШŔŰŉũƨĲŰĦĲШŸƻĲƖШƣőĲШĤƨƚŔŰĲƚƚЮњШ



Why it All Matters

Cybersecurity Maturity Model 
Certification (CMMC)



CMMC MODEL

Considered as љEǂƓĲƖƣњ for high capacity in 
safeguarding CUI data related to  national 
security programs or high -value assets  and 
includes an additional 24 requirements.

CMMC Level 3

Considered as љ ĬƻċŰĦĲĬњШfor enhancing 
data safeguarding for businesses thathandle 
џ7ċƚŔĦѠ and џÉƓĲĦŔŉŔĲĬѠ CUI data 
acquisitions.

CMMC Level 2

Considered љ[ŸƨŰĬċƣŔŸŰċũњ for basic data 
safeguarding for businesses that only handle 
FCI data.

CMMC Level 1

3.

2.

1.



ASSESSMENT REQUIREMENTS

ÅAnnual self -assessments for all DIB contractors that handle 
FCI data are required.

ÅTo be compliant, all findings must result in a љ~ĲƣњШor љ о њ 
status. Note: Plans of Action & Milestones (POAMs) are not 
permitted at Level 1.

ÅSelf-assessments results must be submitted to the Supplier 
Performance Risk System (SPRS).

ÅWhen conducting self-assessments, a CMMC certification is 
NOT required or issued at this level.

ÅOrganizations can register with Project Spectrum at no -cost 
to conduct assessments and produce scores.

CMMC LEVEL 1



ASSESSMENT REQUIREMENTS: CMMC LEVEL 2

Self Attestation

ÅAnnual self -assessments

ÅBusinesses can create financial savings by using 
ÂƖŸŢĲĦƣШÉƓĲĦƣƖƨůќƚШċƚƚĲƚƚůĲŰƣШƣŸŸũƚЯШƣƖċŔŰŔŰŊЯШċŰĬШ
cyber advisory preparedness services.

ÅCMMC certification is NOT required or issued.

ÅScores are uploaded to the Supplier Performance 
Risk System (SPRS).

Certification

ÅA triennial (every 3-year cycle) assessment 

ÅCertification must be performed by CMMC Certified 
Third-Party Assessment Organizations (C3PAOs).  

ÅBusinesses can create financial savings by using 
ÂƖŸŢĲĦƣШÉƓĲĦƣƖƨůќƚШċƚƚĲƚƚůĲŰƣШƣŸŸũƚЯШƣƖċŔŰŔŰŊЯШċŰĬШ
cyber advisory preparedness services.

ÅAssessments must be submitted to the CMMC 
Enterprise Mission Assurance Support Services 
(EMASS) system. 

CMMC Level 2 is bifurcated based on DIB contractors that handle CUI data acquisitions. There 
are two compliance tracks. Each requiring a minimum passing score of 88 out of 110



Check the National Archives Records Administration 
(NARA) Organizational Index Groupings
https://www.archives.gov/cui/registry/category-list

ASSESSMENT REQUIREMENTS

If the CUI data that your company handles, falls into the 
following category data types, your company  will need to 
be assessed by a CMMC Third Party Assessment 
Organization (C3PAO) to achieve CMMC Level 2 
Certification. 

Defense:

ÅControlled Technical Information
ÅDoW Critical Infrastructure Security Information
ÅNaval Nuclear Propulsion Information
ÅPrivileged Safety Information
ÅUnclassified Controlled Nuclear Information - Defense

CMMC LEVEL 2



ÅA triennial (every 3-year cycle) assessment and 
certification renewal is required.

ÅAll CMMC Level 3 requirements are valued at 1 
point each. Max score of 24 points.

ÅPre-Requisite: Must have achieved CMMC 
Level 2 status.

ÅRequires annual affirmation.

ÅAssessment to be conducted via Defense 
/ƻƴǘǊŀŎǘ aŀƴŀƎŜƳŜƴǘ !ƎŜƴŎȅ ά5/a! ς 
5L./!/Φέ

ÅAssessments must be submitted to the CMMC 
Enterprise Mission Assurance Support Services 
(EMASS) system.

CMMC LEVEL 3

ASSESSMENT REQUIREMENTS



COMPLIANCE SCENARIO

Process overview for meeting CMMC 
compliance requirements utilizing 

Project Spectrum



CMMC Compliance Journey

Step 1: 
Select Appropriate CMMC level

Step 2: 
Conduct scoping assessment

Step 3:
Conduct pre-self-assessment

Step 4: 
Perform gap analysis

Step 5:
Develop Remediation Plan & POAMs 

(Where/If applicable)

Step 6:
Implement security controls

Step 7:
Prepare documentation 

and evidence

Step 8:
Conduct a final self-assessment



STEP 1 т Select the Appropriate CMMC Level

Å The federal entity requesting services from a business shall determine FCI or CUI requirements in the request for quote 
(RFQ), request for proposal (RFP), and or supporting contract documentation.

ÅBusinesses should consult with their Contracting Officer for clauses in existing contracts.

To determine the appropriate CMMC level, businesses must determine the type of data they are managing 
for their contract. 

Controlled Unclassified Information (CUI) Data
Information that requires safeguarding and may 
also be subject to dissemination controls. See 
DoW CUI Registry by visiting 
https://www.DoWcui.mil/CUI -Registry-New/

Federal Contract Information (FCI) Data
Data generated for the Federal Government under 
a contract to develop or deliver a product or 
service and is not intended for public release.



STEP 2 т Conduct a CMMC Self-Assessment Scope

Within the Project Spectrum platform, CMMC Scoping Assessment tools can be used to inform which 
ċƚƚĲƣƚШƽŔƣőŔŰШƣőĲШĦŸŰƣƖċĦƣŸƖќƚШĲŰƻŔƖŸŰůĲŰƣШƽŔũũШĤĲШċƚƚĲƚƚĲĬШċŰĬШƣőĲШĬĲƣċŔũƚШŸŉШƣőĲШƚĲũŉ-assessment.

Scoping for CMMC Level 2
CMMC Level 2 Scoping Documentation
ÅFocus on CUI assets
ÅCovers 14 family domains
ÅMust produce System Security Plans (SSP) 

and Plan of Actions & Milestones (POA&M) 
documentation

Scoping for CMMC Level 1
CMMC Level 1 Scoping Documentation
ÅFocus on FCI assets
ÅCovers 6 family domains

https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level2_V2.0_FINAL_20211202_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level1_V2.0_FINAL_20211202_508.pdf


STEP 3 т Conduct a CMMC Self-Assessment

ÅNo-cost assessment, saving companies money

ÅAdheres to FAR Clause 52.204-21 and NIST 800-
171A

ÅAssessment objects are examined and tested

ÅDocumentation created/updated for evidence

ÅTo be compliant, the contractor needs all findings 
ƣŸЮƖĲƚƨũƣЮŔŰЮċЮџ~ĲƣѠЮŸƖЮџ ф ѠЮƚƣċƣƨƚ

ÅCan inherit practice objectives from an External 
Service Provide (ESP)

CMMC Self-Assessment Guide (Level 1)

The Project Spectrum Self-Assessment tools are used to examine how a company is safeguarding data. 
The self-assessment documentation provides companies with the overall process, how to document 
compliance, criteria, methodology, and practice findings.

https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf


STEP 4 т Perform a Gap Analysis

Once the self-assessment is conducted, businesses should conduct a gap analysis to assess their 
organization's current cybersecurity posture against the specific CMMC requirements.

ÅProject Spectrum produces a findings report 

ÅA scoring methodology is used to produce an 
assessment score

ÅBusinesses use the findings report to begin their 
gap analysis by identifying control results

ÅIdentify control gaps and identify those that report 
a џ ŸƣЮ~ĲƣѠЮor џ ŸѠЮstatus

ÅÅĲƻŔĲƽШÂƖŸŢĲĦƣШÉƓĲĦƣƖƨůќƚШ~ŔĦƖŸШxĲƚƚŸŰƚ

ÅAlign gaps with CMMC Level requirements



STEP 5 т Develop a Remediation Plan

Å Identify and prioritize gaps

ÅConduct a risk assessment

ÅSet clear objectives and action 
items

ÅDetermine the resources 

ÅEstablish realistic timelines 

ÅDocument all remediation efforts

ÅTest and validate

ÅDetermine continuous improvement

A remediation plan is developed to address and rectify identified security gaps, deficiencies, or 
vulnerabilities within an organization's cybersecurity controls. It outlines the specific actions, resources, 
timelines, and steps necessary to close these gaps and enhance security.

Remediation Plan
A Guide to Rectify Security Gaps

Project Spectrum Micro Lessons
Learn how and what to implement



STEP 6 т Implement Security Controls

The implementation process is a critical step towards remediating the gaps 
that were found after conducting the self assessment process. Consider 
the following steps for the remediation plan and implementation process:

ÅBusinesses use CMMC Assessment Guides with the Project 
Spectrum Self-Assessment tool to implement controls

ÅPlanning and preparation

ÅLearning and applying the DoW Risk Assessment

ÅSelecting the GAP Security Controls

ÅImplementing, remediating each GAP Security Control

ÅCollecting Evidence

ÅUpdating documentation: plans, policies, processes and 
procedures

ÅContinuous monitoring on current posture


