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i Eccalon, LLC

’ Project Spectrum

More than 25 years of experience in IT Service Management (ITSM), Information
1 Assurance Management, cybersecurity readiness, federal compliance, and
technology modernization.

@ Leads strategic national engagement across Project Spectrum, LYNX,
Valion Secure Cloud, and related innovation initiatives.

actionable guidance for small businesses, government leaders, primes,
and industry stakeholders.

@ Translates CMMC, NIST, and cybersecurity policy requirements into clear,

@

Nationally respected voice at the intersection of cybersecurity policy,
compliance, and emerging technology.
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What is Project Spectrum?
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ProjectSpectrum.io

Project Spectrum is a Department of War-endorsed cybersecurity
awareness initiative designed to help small businesses strengthen
cyber hygiene, improve cybersecurity readiness, and prepare for
CMMC and government contracting requirements.

Through ProjectSpectrum.io, small businesses gain access to
no-cost cybersecurity resources, including training, self-assessment
tools, templates, cyber readiness support, technical assistance, and
guidance aligned to federal cybersecurity expectations.

Know the Risk Build Knowledge

Understand threats and II Access no-cost training

vulnerabilities to your and resources to strengthen
business. your cyber awareness.

ProjectSpectrum.io

Called out by name in the

FY26 National Defense
Authorization Act (NDAA).

Apply Solutions Strengthen the Nation

Be cyber ready. Protect your
business. Support our
national security.

Use practical tools and
templates to improve
cyber hygiene.
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Project Spectrum Bolsters Homeland Defense

The DoW Office of Industrial Base Growth initiated Project
Spectrum as a comprehensive platform to provide the tools and
training needed to increase cybersecurity awareness and
maintain compliance in accordance with DoW contracting
requirements.

Project Spectrum Advances National Security Priorities

e Strengthens national security by supporting businesses that
provide technological solutions to reestablish deterrence and
modernize the defense industrial base.

® Supports homeland defense and our warfighters by providing
businesses with the most up-to-date cybersecurity
compliance education, tools and training.

Citation Authorities
=] 10 U.S.C. § 2224 note
=] 15U.S.C. § 638 note
=] 10 U.S.C. § 4901 note
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CMMC Has Arrived
The 48 CFR CMMC final ule was
officially published on 9/10/2025.

%] Begins 10 Nov 2025 7] Begins 10Nov 2026  [*] Begins 10Nov2027  [%] Begins 10 Nov 2028 ————————— ——
® The rule went into effect on 11/10/2025.

* Where applicable, * Where applicable, e Where applicable,  All solicitations and
soluc!tatlons will sollc!tatlons will sol:c!tatlons will contracts will include e This triggered the first phase of CMMC’s
require Level 1 or 2 require Level 2 require Level 3 applicable CMMC
self-assessment. Certification. Certification. level requirements ‘Phased Rollout.
as a condition of
;Z??)Zfi:;n;;; ran:, ZS': :;tﬁ:; contract award. * At this point virtually all new DoW
the Level 2 the Level 3 solicitations will include some level of
certification certification CMMC requirement.
requirement in a requirement in a
contract to an contract to an
option period. option period.

Note: CMMC Level 2 certification assessments
can and will be required during Phase 1.

*

DoW may implement CMMC Level 2 (C3PAO) requirements in some Phase 1
procurements or Level 3 requirements in some Phase 2 procurements, which
may limit competitors or drive cost.

Source: CIO - About CMMC
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https://dodcio.defense.gov/CMMC/About/
https://dodcio.defense.gov/CMMC/About/
https://dodcio.defense.gov/CMMC/About/

CMMC Has Shifted «Eic’;é?;w

Arsenal of Freedom memo: Project Spectrum'’s Position for the DIB

JULY 13, 2026 DoW CIO MEMO Phase II transition suspended * 60-day CMMC Reform review initiated ¢ cybersecurity obligations continue

What Changed What Did Not Change

: SP::;:nICIiergqulrements originally scheduled for Nov. 10, 2026 are * Phase I self-assessment requirements remain firmly in place.
’ Pel'?d_i”% and fu(tjure CtMNlC implemer:jtation milestones across DoW * NIST SP 800-171 Rev. 2 remains the interim enforcement baseline.
solicitations and contracts are paused.
* A CMMC Reform Task Force will recommend realistic, scalable * DFARS 252.204-7012 obligations to safeguard covered defense
security measures. information remain enforceable.
S
PROJECT Do not relent. Recalibrate.
Sp ECTRUM 'S Continue executing your cybersecurity strategy while the Department refines the certification pathway.
POSITION 0 Continue a Assess ° Improve ° Sustain
Protect FCI/CUI Self-assess & update SPRS Remediate gaps Document evidence & mature
>

V7 PROJECT : :
ProjectSpectrum.io
J p Source: DoW CIO July 13, 2026 "Arsenal of Freedom” CMMC Phase II suspension memo
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Why it All Matters

. Overview of the
cyber threat landscape

& federal regulations
Understand the evolving cyber threat
landscape.

Navigate federal regulations and
requirements.

Protect your business, your data,
and our national security.

PROJECT ProiectS :
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Education: Threat Landscape

The Defense Industrial Base (DIB) is Under Attack: Why are SMBs
targeted?

Intellectual property and
trade secrets

Dual-use technologies

Access to sensitive
government information

of all of SMBs of breaches Cyberattack Only 17% of
cyber attacks have plans to are caused by costs for SMBs SMBs have Interconnection with larger
target SMBs mitigate human error range from proper insurance defgnse contractors, supply
attacks $826 to coverage for chain
$653,000 cyber attacks Political / ideological

motivation

PREIJES

SPECTRUM O ProjectSpectrum.io

A,




Understanding FCI & CUI Data
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Federal Contract Information (FCI)
FAR Clause “52.204-21"

FCl is sensitive, but not classified, information that is
provided by or generated for the government under a
contract. FCI refers to information not intended for
public release.

Controlled Unclassified Information (CUI)

DFARS Clause “252.204-7012”

While unclassified, CUI is information that the U.S. federal
government creates or possesses, or that an entity creates
or possesses for or on behalf of the government, and that
a law, regulation, or government-wide policy requires or
permits an agency to protect via safeguarding or
dissemination controls.

‘ ProjectSpectrum.io

@ FCl Examples

Contract information

Organizational charts

Process documentation
Contract performance reports
RFP or RFl responses

CUI Examples

Proprietary Business Information (PBI)

Unclassified Controlled
Technical Information (UCTI)

Sensitive but Unclassified (SBU)
For Official Use Only (FOUO)
Law Enforcement Sensitive (LES)




Foreign Ownership, Control, or Influence

o Foreign Ownership, Control or Influence (FOCI) happens when L
a foreign entity has the power to direct or influence the \ :‘{
management or operations of a company. This can lead to V4
unauthorized access to sensitive information and potentially
compromise national security.

After you register for
Project Spectrum, you
will have access to our
FOCI training course
which covers:

FOCI issues affect a company’s ability to qualify for and
maintain eligibility to contract with the government.

I\ M A
Ly 4 4 4
A < .23

\ e The manufacturing sector accounts for more than 22% of

22% reported cyber espionage incidents, and FOCI is one of the Properly identifying FOCI
major risk vectors. '
& Evaluating the
FY 2023 NDAA Section 875 requires DoW to establish a impact of FOCI
= tﬁ program that demonstrates “commercial due diligence tools, —
— | techniques, and processes” to help small businesses identify & Reducing FOCI risks
; “attempts by malicious foreign actors to gain undue access to, d

or foreign ownership, control, or influence over the business.”

I® PROJECT
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CMMC Model &
Assessments

Reviewing certification levels,
assessment paths, and compliance
expectations.

PROJEET SR S :
SPECTRUM rojectSpectrum.io



CMMC MODEL

CMMC Level 3

Considered as “Expert” for high capacity
in safeguarding CUI data related to
national security programs or high-
value assets and includes an

additional 24 requirements.

CMMC Mode

134 e DIBCAC assessment

requirements every 3 years
(110 from NIST SP 800-171 r2 e Annual Affirmation
plus 24 from 800-172)

e (C3PAO assessment every
11 0 3 years, or
requirements aligned Self-assessment every 3

with NIST SP 800-171r2 years for select programs.
e Annual Affirmation

CMMC Level 2

Considered as “Advanced” for enhancing
data safeguarding for businesses that
handle “Basic” and “Specified” CUI data

acquisitions.

15 e Annual self-assessment

requirements aligned e Annual Affirmation
with FAR 52.204-21

CMMC Level 1

Considered “Foundational” for basic
data safeguarding for businesses that
only handle FCI data.

PROJECT
\" SPECTRUM
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ASSESSMENT REQUIREMENTS

CMMC LEVEL 1

e Annual self-assessments for all DIB contractors that
handle FCI| data are required.

* To be compliant, all findings must result in a “Met” or “N/A”
status. Note: Plans of Action & Milestones (POAMSs) are not
permitted at Level 1.

* Self-assessments results must be submitted to the Supplier
Performance Risk System (SPRS).

* When conducting self-assessments, a CMMC certification is
NOT required or issued at this level.

 QOrganizations can register with Project Spectrum at no cost
to conduct assessments and produce scores.

PROJECT

| SPECTRUM ProjectSpectrum.io



ASSESSMENT REQUIREMENTS: CMMC LEVEL 2

CMMC Level 2 is bifurcated based on DIB contractors that handle CUl data acquisitions. There
are two compliance tracks. Each requiring a minimum passing score of 88 out of 110.

% Self Attestation @ Certification e
’ : oo c0 g
e Annual self-assessments A triennial (every 3-year) external #fasParty assessment.
e Businesses can create financial savings by using e Certification is required to be completed by Certified
Project Spectrum’s assessment tools, training, and Third-Party Assessment Organizations (C3PAOs).

cyber adviso reparedness services. . . : : .
y AR e Businesses can create financial savings by using

e CMMC certification is NOT required or issued. Project Spectrum’s assessment tools, training, and

_ cyber advisory preparedness services.
e Scores are uploaded to the Supplier Performance

Risk System (SPRS) * Assessments must be submitted to the CMMC
Enterprise Mission Assurance Support Services

(EMASS) system.

PROJECT . '
\. SPECTRUM ProjectSpectrum.io




ASSESSMENT REQUIREMENTS

CMMC LEVEL 2 (cont.)

Check the National Archives Records If the CUI data that your company handles,
Administration (NARA) Organizational - falls into the following category data types,
L

| _; I Index Groupings

your company will need to be assessed by
a CMMC Third Party Assessment
Organization (C3PAOQ) to achieve CMMC
Level 2 Certification.

https://www.archives.gov/cui/registry/category-list

Defense:

® Controlled Technical Information

® DoW Ciritical Infrastructure Security Information
* Naval Nuclear Propulsion Information

* Privileged Safety Information

* Unclassified Controlled Nuclear Information - Defense

PROJECT

! SPECTRUM ProjectSpectrum.io




CMMC LEVEL 3

e A triennial (every 3-year cycle) assessment and
certification renewal is required.

e All CMMC Level 3 requirements are valued at 1
point each. Max score of 24 points.

* Pre-Requisite: Must have fully achieved CMMC
Level 2, including all 110 Level 2 controls.

e Requires annual affirmation.

e Assessment to be conducted via Defense Contract

Management Agency “DCMA - DIBCAC.” /\, @

* Assessments must be submitted to the CMMC &J ®
Enterprise Mission Assurance Support Services 3-Year 24 All 110 Annual
(EMASS) system. Cycle Baints Level 2 Controls Affirmation

Required

PROJEGT
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CMMC READINESS DASHBOARD

Domain Readiness

Access Control

',' Owrd Resiowss Asset Management
f ‘ 8 50/ -— AUd". S ':CCCNH‘th’(y
| 0 ‘ i

Configuration Maragement
Inodent Response

« ¥ " System 8 Communications Protection ' g )
System 8 Information integrity v Conplate |
87% |
DOCUMENTATION & EVIDENCE
E Pokces E Procedaes E Plars : ‘c-\r
18/18 o/ 19¥ :

Process overview for meeting CMMC
compliance requirements utilizing
Project Spectrum

S S ] S @
SPECTRUM
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CMMC Compliance Journey

Discern & Select
Appropriate
CMMC Level

Conduct Final
Self-Assessment

Prepare Documentation Conduct Scoping

& Evidence Assessment

Project Spectrum
Compliance

Implement Resources Conduct Pre-Self-

Security Controls Assessment

Develop Remediation Plan
& POA&Ms (Where/If Perform Gap
Applicable) Analysis

A practical pathway for helping small businesses build cyber readiness and progress toward CMMC compliance.

PREJEGT
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STEP Ir Select the Appropriate CMMC Level

To determine the appropriate CMMC level, businesses must determine the type of data they are managing
for their contract.

A The federal entity requesting services from a business shall determine FCI or CUI requirements in the request for quote
(RFQ), request for proposal (RFP), and or supporting contract documentation.

A Businesses should consult with their Contracting Officer for clauses in existing contracts.

Federal Contract Information (FCI) Data

Data generated for the Federal Government under
a contract to develop or deliver a product or

l C ONTROLLED service and is not intended for public release.
UNCLASSIFIED
[ NFORMATION

Controlled Unclassified Information (CUI) Data

Information that requires safeguarding and may
also be subject to dissemination controls. See
DoW CUI Registry by visiting
https://www.DoWcui.mil/CUI -RegistryNew/




STEP 2r Conduct a CMMC Self-Assessment Scope

Within the Project Spectrum platform, CMMC Scoping Assessment tools can be used to inform WhICh
ct i Wgt Ws Rq6RUWaqS IWHEY Ul ¢HqVY! Kkt WJIU2 R Y-bBs8assthentls R4 & WH

Scoping for CMMC Level 1

ol e i o CMMC Level 1 Scoping Documentation
A Focus on FCI assets

ACLYB.1) - AUTHORIZED ACCESS CONTROL [Federol Controct Information (FCI) DATA) A Covers 6 family domains

Limet informotion system occess 1o outhorized users, processes octing on beholl of outhorzed users, of devices [Inciuding other informotion systems)

Technical Explanation:
Use tools like Activ ectory to enforce occess control polices, ensuring only outhorized users ond devices con connect 1o your systems. Employ occount monogement processes 1o restnct occess bosed on rol

*Non-Technicol Ex; plcnot on:
Only ollow trusted employees ond devices 10 0CCess your systems, Ensure everyone hos unsque logn credentiols
‘Required Documents:

e Scoping for CMMC Level 2
CMMC Level 2 Scoping Documentation
A Focus on CUI assets

A Covers 14 family domains

e e e e Yos NO Not Applicoble Answer Loter A M u St p rOd u Ce SySte m S eC u rity P I anS (SS P)
i N . and Plan of Actions & Milestones (POA&M)
documentation

‘Exomple:
Mointoin 0 It of employees with 0ccess 1o compony computerns, Use softwore 10 ensure only these users con 1og in 10 your network

> W AC L1-8.11- AUTHORIZED ACCESS CONTROL [FC! DATA] w
Limit information System occess 1o outhorized users, processes W on beholf ¢ sthorized users. of devices (Including other information Systems)


https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level2_V2.0_FINAL_20211202_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level1_V2.0_FINAL_20211202_508.pdf

STEP 3r Conduct a CMMC Self-Assessment

The Project Spectrum SelfAssessment tools are used to examine how a company is safeguarding data.

The seltassessment documentation provides companies with the overall process, how to document
compliance, criteria, methodology, and practice findings.

A No-cost assessment, saving companies money

A Adheres to FAR Clause 52.2621 and NIST 809 MMCLevell Self Assessment
171A

Access Control (AC) AC.L1-B.1.I - AUTHORIZED ACCESS CONTROL

AC.L1-B.1. - AUTHORIZED ACCESS CONTROL [Federal Contract Information (FCI) DATA]

A Assessment objects are examined and tested

Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).

Technical Explanation:

A D OC u m e n tati O n C re ated/u pd ate d fo r eVi d e n C e Use toals like Active Directory to enforce access control policies, ensuring only authorized users and devices can connect to your systems. Employ account management processes to restrict access based on roles

*Non-Technical Explanation:

Only allow trusted employees and devices to access your systems. Ensure everyone has unigue login credentials .
. . . -Required D ts:
A To be compliant, the contractor needs all findings et como
- ~ r rr . e 0 System configuration settings
(]] Y |'O| IJ ‘I' 8 u G] |'O R U I'OC |'OIT| -~ IJ (]] GJOY | o List of authorized users and devices
*Example:

- - - - - Maintain a list of employees with access to company computers, Use software to ensure only these users can log in to your network.
A Can inherit practice objectives from an External
S e rVI C e P rOVI d e ( E S P) I}r;ﬂit?]?c;#n]c-lgsé];;f's:ejr:l-l:l:l?gIfufrgrf;ecdﬁiiiggg;ighJir?!)enhg;ﬂu\f]uu.:horized users, or devices (including other information systems).

Authorized users are identified? (O Yes (O No () NotApplicable (7)) Answer Later
C M I\/I C S |f . d (L | 1 Processes acting on behalf of autharized users are identified? (O ves (O No () NotApplicable (O Answer Later
e S S e S S e u e AY e e ) Devices [and other systems) autharized to connect to the system are identified? () Yes (O No () Not Applicable () Answer Later



https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf

STEP 4r Perform a Gap Analysis

Once the selfassessment is conducted, businesses should conduct a gap analysis to assess their
organization's current cybersecurity posture against the specific CMMC requirements.

A Project Spectrum produces a findings report

Your Assessment is complete, ®
A A scoring methodology is used to produce an ey romin
assessment score e o

A Businesses use the findings report to begin their
gap analysis by identifying control results

A Identify control gaps and identify those that report e
. s — 0410 Muthori zeq bt Yes : e entified N
a. I'I'I Y G] I-(b'r II.IJ G] m $¥stetn acey :m"""mmnmnc % 00 bohy
mited 1o Mthorizeg 4 Of authog d wsory?:n;
2 ~ . p o . i L P,
AAI2RIDs WAI YTUHQUWEGUHq!l 20kt W~ N
A Align gaps with CMMC Level requirements e | f'f;".‘f,:;‘:""'“w:?:."n".,,'f;“;‘_'"" Ay




STEP 5 Develop a Remediation Plan

A remediation plan is developed to address and rectify identified security gaps, deficiencies, or
vulnerabillities within an organization's cybersecurity controls. It outlines the specific actions, resources,
timelines, and steps necessary to close these gaps and enhance security.

o A ldentify and prioritize gaps Project Spectrum Micro Lessons
” A Conduct a risk assessment Learn how and what to implement
Remediation Plan o _
A Guide to Rectify Security Gaps A Set clear objectives and action e
items _
Online
A Determine the resources Courses

A Establish realistic timelines

‘ake Courses on Encite

A Document all remediation efforts

f < PROJECT
il SPECTRUM
INNOVATION. CYBERSECURITY. COMPLIANCE.

A Test and validate

A Determine continuous improvement




STEP 6r Implement Security Controls

The implementation process is a critical step towards remediating the gaps
that were found after conducting the self assessment process. Consider
the following steps for the remediation plan and implementation process:

A Businesses use CMMC Assessment Guides with the Project
Spectrum SeltAssessment tool to implement controls

A Planning and preparation

A Learning and applying theDoW Risk Assessment

A Selecting the GAP Security Controls

A Implementing, remediating each GAP Security Control
A Collecting Evidence

A Updating documentation: plans, policies, processes and
procedures

A Continuous monitoring on current posture



